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Product Description

The RoboTech Bluetooth Serial Module is an effective and low-cost solution to free your
hardware applications from wires.

Main features are:
o Compliant with the Bluetooth 2.0 Specification
» Certified as an end product: no additional Bluetooth qualification is needed when
using this module
» Backwards compatible to Bluetooth 1.x versions
* Class 2 operation (nominal range up to 30m)
* Low power consumption
 UART Command/Data Port supports for up to 921.6k baud rate
* Profiles: GAP, SDAP, SPP
* Integrated chip antenna
» Support for Adaptive Frequency Hopping (AFH) and 802.11 co-existence
* Small size (29x29mm)
* ROHS compliant
* Radio Type Approved for Europe and Japan
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Technical specifications

Physical dimensions and pin assignment
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2.0 mm pitch connector

HOO0O0OO
VCC RX TX RTS CTS GND

Pin number Pin name (InpuIy(F))Stput) Description
1 VCC I Voltage DC input ( Typical 3VDC)
2 RX I Serial Port Receive Data (TTL level)
3 TX @) Serial Port Transmit Data (TTL level)
4 RTS O Serial Port Request To Send (active low)
5 CTS I Serial Port Clear To Send (active low)
6 GND - Ground
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Recommended Operating Conditions

Symbol Parameter Min Typ Max Unit
VCC Voltage DC Input 2.5 3.0 3.3¢ V
Ta Ambient Operating Temperature Range 0 25 45 T

1. Recommended maximum 3.0V for best RF performance

Digital DC Characteristics

Parameter Condition

. . 25V <VCC<3.0V |0.7xVCC| VCC+0.2
ViH Logical 1 Input Voltage High 3.0V < VCC < 3.3V 20 VGG + 0.2 V
. 2.5V <VCC < 3.0V -0.2 0.25x VCC
Vi Logical O Input Voltage Low 3.0V < VCC < 3.3V 02 0.8 \%
. VOH = 2.4V, _
lon Logical 1 Output Current VCC = 3.0V 10 mA
. Vo|_ = O.4V,
loL Logical 0 Output Current VCC = 3.0V 10 mA
. 1
Power Supply Requirements
Symbol Parameter Min Typ? Max Unit
lrxsL Receive Data in SPP Link, Slave® 26 mA
IRxM Receive Data in SPP Link, Master® 23 mA
lsnm Sniff Mode, Sniff interval 1 second?® 5.6 mA
IscTiDis Scanning, No Active Link, TL Disabled 3 0.43 mA
ldle Idle, Scanning Disabled, TL Disabled 100 MA
1. Based on UART Baudrate 921.6kbit/s.
2. VCC = 3.3V, Ambient Temperature = +25 C.
3. Average values excluding Leds
TL= Transport Layer
RoboTech Bluetooth Serial Module 8
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Powering with Voltage DC Input above 3.0V

If the Host circuitry works with a voltage above 3.0V, a regulator is needed to provide the
correct Voltage DC Input level to the RBT-001 module keeping the best RF performance.
Furthermore the RBT-001 module's inputs must be lowered to acceptable levels. Just for
instance, a simple schematic considering a Host circuitry working from 3.3VDC to 5VDC is
reported here below.

U vglp_e.u
VDG _IN 1 5
- VIN yout R
L 3.0V — 150ma
I [ c2
1u 2.2u
|_—7— GND
i ONTFF  BYPASS
[P20a5AIMEX-3.0/30
ca
10n
VDG N
Voo _av
=1
200K
g Ra
[—jann GREF 2 100K
3 Rz — im
100K 2 |- T
SREF DREF Imh ~_\
RET TX ale £ — R
=1 M
RET RX ale ns |5 TH
GTLZ002 - 508 {
VDG _IN
Voo _av
R4
200K
Uz RS
[—ann GREF 2 100K
3 A& — ica
100K 2 | . 7
SREF DREF Imn
RET RTS 3l g — cTs
RET CTS s DI IS ATS
GTL2002 - 508 {
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RS232 adapter board schematic
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UART Interface

The main communication interface between the RBT-001 and the host is the UART
Interface. The UART interface between host and RBT-001 needs to be connected in Null
Modem configuration, meaning RTS/CTS and TX/RX are crossed.

' RBT-001 HOST

RTS RTS
CTS <—>L> CTS
X

X
RX la— < plRx

Figure 1: UART Null Modem connection

The command interface is based on a command/event based structure. Each command
(also called “Request”) will be acknowledged with the appropriate status event (also called
“Confirm”). Unexpected events, like incoming link establishment or data, are also sent as
events, but signed with a different package type called “Indicator”. Please see the section
"Commands in Command Mode" on page 6 for the detailed description of the command
interface.

Since the RBT-001 acts like a gateway between the Bluetooth Link and the UART interface,
the UART connection should use 4-wire hardware handshaking for optimal buffer handling.
The RBT-001 uses the RTS lines to indicate low buffers and reacts on the CTS from the
host, immediately stopping sending packages to the host.

In case the host microcontroller is not able to provide hardware handshaking, the UART
should be used in "Command Mode" only, since the device would not be able to indicate full
buffers by using the RTS signal. In the same way, the host needs to provide enough buffer
space to be able to handle the incoming data, since it's not able to stop the flow from the
RBT-001.

RoboTech Bluetooth Serial Module 11
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Command mode and Transparent mode

Command Mode

The RBT-001 offers a wide range of commands to configure the hardware and the
Bluetooth operation. As the command set is on top of the profiles, Bluetooth operational
commands are reduced to high level commands controlling general Bluetooth operation.

In Command Mode, the RBT-001 will try to interpret all data sent over the UART to a
known command. The commands have to be sent in a specific package format. The
interface is based on an event mechanism. Any command sent will be confirmed by the
appropriate confirmation event. Unexpected events (e.g. incoming links) will be reported
by indication events.

Please refer to the following section for a complete list of commands and their usage.

Transparent Mode

In case the RBT-001 has established a link to only one remote device and no configuration
commands have to be sent to the RBT-001 ("Command Mode"), the UART interface can
be switched to “Transparent mode”. This means data are directly routed to the Bluetooth
link and not interpreted. Also incoming data are not indicated as events, they are sent as
RAW data to the UART.

Leaving transparent mode
As the RBT-001 does not listen to commands, UART Break has to be used to tell the
device to leave the transparent mode.

RoboTech Bluetooth Serial Module 12
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Bluetooth mode

The operation of the RBT-001 can be divided into different states. Each state represents
special situations and describes the behaviour of the module.
The operation states are influenced by a few features, stored in the NVS (Non-Volatile
Storage). Depending on those, the device will come up to different modes and act

according to those settings:

NVS Settings influencing the operation state

Before actually describing the different states, we should have a look on the parameters,
which influence the behaviour of the RBT-001. The following parameters are stored in
NVS and are checked during boot-up.

RBT-001 System Parameters, NVS EEPROM Memory Map

SW Reset
No. | Address Parameter | Default Value | Description required
1 0000-0005 BD_Addr <empty> Bluetooth Device Address no
LAP(Isb), LAP, LAP, UAP, NAP, NAP (msb)
Required for Bluetooth mode
2 0006 - 0x00 Reserved }
3 0007 Unit- OxFF Used by BT core, generated during pairing pro- no
KeyPresent cedure.
4 0008-0017 UnitKey OxFF..OXFF Used by BT core, generated during pairing pro- no
cedure.
5 0018 Device- OxFF Length of Parameter 6 “Devicename” no
Name-
Length
6 0019-0040 Device- OxFF...OXFF Friendly Name of the Bluetooth Device no
Name
7 0041 Country- 0x00 Used by BT core yes
Code
8 0042 PinLength 0x04 The length of parameter 9, “PinCode”. In case no
set to 0, the RBT-001 will request pin from host.
9 0043-0052 PinCode “0000” Fixed PinCode used for pairing with other no
devices
10 | 0053-0055 ClassOfDe- | 0x000000 The 'Class of Device’ describes general function- no
vice ality of the Bluetooth Device and is transmitted
during the Inquiry process.
11 | 0056 SppPorts- 0x00000001 Bitmask defining the RFCOMM channels to no
ToOpen open. For each channel one RFCOMM instance
will be created.
12 | 005A Preferred- 0x00 Preferred Master forces the device to switch to yes
MasterRole Master Role after being connected. The device
will reject the link if command could not be exe-
cuted.
RoboTech Bluetooth Serial Module 13
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SW Reset

No. | Address Parameter | Default Value | Description required
13 | 005B Automatic 0x01 Configures the general behavior of the device. yes
Operation
0x00: Automatic OFF (Non-automatic)
0x01: Automatic ON (Automatic)
14 | 005C PageScan- | Ox01 Configures the connectability of the device no
Mode 0x00: not connectable
0x01: normal scan
0x81: interlaced scan (faster connection time)
15 | 005D Inquiry- 0x01 Configures the discoverability of the device no
ScanMode 0x00: not discoverable
0x01: normal scan
0x81: interlaced scan (faster response time)
16 | 005E Security- 0x02 Configures Service Level Security Mode. no
Mode
17 | 005F-0060 Default- 0x000F Configures the default link policy for incoming no
LinkPolicy links.
18 | 0061 EventFilter | Ox01 Configures the level of events reported to the no
host.
0x00: No filter, all events reported
0x01: ACL events filtered, only APl events
reported.
0x02: All events filtered, only UART breaks indi-
cated
0x03: All events filtered, including UART break.
19 0062 - OXFF Reserved -
20 | 0063-0064 LinkTime- 0x7D00 Configures the default link supervision timeout (in no
out slots, 0.625ms) used for incoming and outgoing
links.
21 | 0065 - 0x00 Reserved -
22 | 0066 - 0x00 Reserved -
23 | 0067-0068 RfcommLa- | 0x0000 Configures the default poll period of master to no
tency slave.
0x0000: No requirement (default 40slots)
0x0002-0x0190: Valid link latency
24 | 0069-006C - 0x00000000 Reserved -
25 | 006d UartParity- | Ox00 Parity setting for the hardware UART interface. yes
Bit 0x00: No Parity
0x01: Even Parity
0x02: Odd Parity
26 | 006E UartStopBit | 0x00 Stop bit settings for the hardware UART interface yes
0x00: 1 Stop bit
0x01: 2 Stop bits
RoboTech Bluetooth Serial Module 14
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SW Reset

No. | Address Parameter | Default Value | Description required
27 | 006F UartSpeed | 0x03 Speed of the Hardware UART interface. yes
2400: 0x00
4800: 0x01
7200: 0x02
9600: 0x03
19200: 0x04
38400: 0x05
57600: 0x06
115200: 0x07
230400: 0x08
460800: 0x09
921600: 0x0A
28 | 0070-00AE RemoteDe- | 0x00..0x00 Default connections database, to be connected no
vices during boot-up or by sending a command.
29 | O0AF - OxFF Reserved -
30 | 00BO - OxFF Reserved -
31 | 00B1 - OxFF Reserved -
32 | 00B2-00B3 - OXFFFF Reserved -
33 | 00B4 - OXFF Reserved -
34 | 00B5-00B8 - OxXFFFF Reserved -
35 | 00B9-00BC - OxXFFFF Reserved -
36 | 00BD-00EE Filler 1 OXFF ... OXFF Filler (not used)
37 | OOEF-011E Service- OxFF..OXFF SDP/Security info storage no
Records
38 | 011 F-0346 CoreNvs- OxFF..OXFF Link key storage (24 keys) no
LinkKeys
39 | 0347-0355 - OxFF..OxFF Reserved
40 | 0356-0367 - OxFF..OxFF Reserved
41 | 0368-037F Filler2 OxFF..OxFF Filler, not used
42 | 0380-137F SdpRecord | OxFF..OxFF SDP record storage no
S
43 1380-1 FFF - OXFF..OXFF Reserved -

Automatic operation on/off

The Automatic operation flag is checked after Reset/Boot-up and on incoming links.
According to this flag the firmware will initiate automatic steps.

Automatic Operation On:

Automatic Operation Off:

L Connect to "Default connections stored in NVS"
O Switch UART to "Transparent Mode" after first incoming link ("Transparent Slave")

U No automatic steps after Reset/Boot-up

RoboTech Bluetooth Serial Module
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Force Master on/off

This flag improves multipoint operation of the RBT-001. In normal operation, the RBT-001
will be slave for any incoming link, which limits the number of incoming connects to 2
devices.

In case the Force Master Bit in the NVS is set to On, the RBT-001 will request a role
switch on any incoming link to become Master.

Force Master On:
U Request Role Switch on incoming link to become Bluetooth Master. Link will be
dropped if role switch not successful. Force Master Off:
O Accept incoming link as slave

Default connections stored in NVS

In case the automatic operation bit is set to On, the default connections database is
checked for any valid entry. If a valid entry is found, the RBT-001 tries three times to
connect to each device stored in the database.

Default connection transparent On/Off

Each default connection can be configured to switch the UART to "Transparent Mode" or
to "Command Mode" after link establishment. In case the transparent flag is set, the
RBT-001 will switch to "Transparent Mode" once the link is established.

NOTE: The transparent flag can only be activated if only one default connection is stored
in the database

Operation States
As combination out of the different parameters and usage scenarios, the following states
can be defined for the RBT-001. The parameters and possibilities for this states are
summarized in the following Table "Overview of Operation States".
An example on how to read the Table: E.g. Scatternet Master (assuming default NVS
settings).
O In Scatternet Master, the device is in command mode (listening to commands).
U The automatic flag in NVS has no influence. The device is discoverable and
connectable for other devices.
U The device is Master for x slaves and slave to 1 Master.
O 1t is possible to search for other devices but it is not possible to be connected from
another device. RAW data traffic is not possible.
O No Incoming link possible.
O In case the command interface is used to establish a link to another device, the
device stays in "Scatternet Master".
L A UART BREAK has no influence on the functionality. Sending the command
"Transparent Mode" is not applicable for this mode.

RoboTech Bluetooth Serial Module 16
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Idle, Automatic and ldle, Non-automatic

After boot-up, reset or after successfully releasing the last link, the RBT-001 stays within
one of the Idle states.

In case the Automatic Operation bit is set to “On”, it is also called “Idle, Automatic”.
Otherwise, the state is called “Idle, Non-Automatic”

In both modes, the device is able to accept incoming links or the application can use the
command interface to actively inquire or establish a link.

The difference between Automatic “On” and “Off” just shows up at an incoming
connection:

Incoming Link at Idle Automatic
In case, the RBT-001 is not connected to any other device and gets an incoming link
request, it will

O ask for authentication or pin code exchange

O accept the link

O notify the application by an indicator

Q turn off scanning (disabling page scan and inquiry scan)

O switch UART to "Transparent Mode" (1.3.2.2))
“Idle Automatic” is optimised for cable replacement applications, not requiring any
interaction with the RBT-001 to accept an incoming link. As the RBT-001 automatically
switches to transparent mode, the application can start sending Raw data immediately
after receiving the notification.

Incoming Link in Idle Non-Automatic
In case, the RBT-001 is not connected to any other device and gets an incoming link
request, it will

QO ask for authentication or pin code exchange

O accept the link

O notify the application by an indicator

O change state to "Single Slave"
After link establishment, the command interface is still active, delivering incoming data
using the "Incoming Data Indicator”. To send data the command "SPP Send Data" needs
to be used.
“Idle Non-automatic” is optimised for multi-profile applications which need to manage
multiple links or different profiles at the same time. As the RBT-001 stays in command
mode, the application still has full control over the RBT-001, to establish links or do
configurations.
In case "Transparent Mode" would be beneficial for some data transfer, it can be reached
anytime by sending the "Transparent Mode" command.

Piconet Master

In Piconet Master, the RBT-001 is in a link with one or more devices as Bluetooth Master.
The Bluetooth specification describes the Master as the controlling device for the piconet.
The Master defines the hopping sequence and manages the connection to each slave.

In general, a Bluetooth device will be master of the link, when it initiated the link (using the
paging procedure). A device accepting an incoming link is called slave. However, every
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Bluetooth device is able to request to a change of role (also called “role switch”) during link
setup, therefore this general rule may not apply in 100% of the cases.
The RBT-001 can be assumed as master of the Bluetooth link and to be in “Piconet
Master” when
O the command interface has been used to actively establish one or more links by
using one of the following commands
— "Establish Link"
— "Connect to Default Connection”
— a default connection has been established after power-up or "Reset"
O the RBT-001 accepted an incoming link while the Force Master bit in NVS was set
to Ox01 ("Force Master Role")
After successfully establishing a link, the RBT-001 will stay in "Command Mode"

The benefit of being master instead of slave is, that the RBT-001 is actively managing the
link to all devices, so can assign each device the bandwidth it requires. With this, the
RBT-001 is able to support up to 7 active links.

Scatternet Master

In case a Bluetooth device is master for one or several slaves and in parallel slave to one
master, the connection scenario is called “scatternet”. The RBT-001 is able to be master to
one or multiple slaves and in addition can be slave to maximum one master. Within the
RBT-001 scenario, this state is called “Scatternet Master”.
The RBT-001 can be assumed to be in this state, after one of the following connection
situations
0 The RBT-001 accepts an incoming link as "Piconet Master" while the Force Master
bit is set to 0x00.
O The device is "Single Slave" and actively establishes a link to another device by
using one of the following commands
— "SDAP Connect"
— "Establish Link"
— "Connect to Default Connection”
Once Scatternet Master has been reached, RBT-001 is not able to accept another
incoming link. However the device will still be discoverable and will still answer to service
requests.

Transparent Master
In case the RBT-001 is only connected to one other device (“point-to-point” connection), it
might be beneficial for the application to send data directly to the UART interface, without
having to use the command "SPP Send Data". For this the RBT-001 offers the so call
“Transparent Mode” on the UART, which allows to send data directly.
Since the RBT-001 in this case gets no information to which port to send this data to,
transparent mode is only allowed on a point-to-point connection. Data will be routed
directly from the UART interface to the remote Bluetooth device.
Transparent Master means, the RBT-001 is master for the point-to-point connection to one
other link and Transparent Mode is switched on. This state is reached by one of the
following situations

0 Sending the "Transparent Mode" command in "Piconet Master" state.

O In case Automatic operation is ON, Default Connection setup after Reset, in which

the transparent flag is set to Ox01.
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U Default Connection setup by using "Connect to Default Connection”, in which the
transparent flag is set to 0x01. Leaving Transparent Master, initiated by a UART
break, will lead into "Piconet Master" state.

Since the RBT-001 can not send any events or react on incoming commands, scanning is
switched off and therefore the RBT-001 is not discoverable or connectable for other
devices.

Single Slave
The Bluetooth specification defines a Bluetooth slave as the device which is connected by
another device and adjusting to the timing of that device (Master). The slave synchronizes
to the clock of Master and to its hopping sequence. In an active link, the master polls each
slave (by default every 40 slots) to keep them synchronized but also to allow the slave to
send data.
By default, the RBT-001 accepts any incoming link. Depending on the configuration of
Security level ("Set Security Mode") and the Service Database entry, the device will ask for
authentication.
The RBT-001 can be assumed to be in Single Slave after one of the following actions
appeared:

O The RBT-001 accepted an incoming link and reports it by the "SPP Link Established

Indicator”, while the Automatic Operation flag is set to 0x00 (Non-automatic).
U The host sends a UART Break to a RBT-001 in "Transparent Slave"

In theory, there’s also the possibility for Single Slave, in case the RBT-001 actively
establishes a link to another device, which requests a role switch. In this case the initiating
device will be slave. Since the role switch is not reported to the command interface and
therefore can’t be proven, this scenario shall not be discussed in this document.

In Single slave the RBT-001 still listens to commands on the UART. The device will be
discoverable and connectable for other devices.

Scatternet Slave

An advanced but not most efficient connection state is the Scatternet Slave. In this mode
the RBT-001 is slave to two different masters. This means, the RBT-001 needs to switch
between two different synchronization states over time, serving each Master only for a
limited time. While it is synchronized to Master 1 it is not able to listen to Master 2,
therefore might miss the poll packages.
The RBT-001 can be assumed to be in Scatternet Slave after the following action
appeared:

0 The RBT-001 accepted an incoming link as "Single Slave", reported by "SPP Link

Established Indicator".

The RBT-001 is able to manage such a link without issues. However, since the switching
between two piconets consumes significant bandwidth, "Piconet Master" or at least
"Scatternet Master" should be used instead, which for example can be reached by setting
the Force Master Flag within the NVS ("Force Master Role").
In Scatternet Slave, discoverability and connectability are switched off.

Transparent Slave

A typical scenario for the RBT-001 is the cable replacement, in which the RBT-001 just
waits for an incoming connection and the host connected over UART starts transmitting
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data after an incoming link has been established. Since in many cases the RBT-001 just
replaces a former cable connection, the "Transparent Mode" on the UART allows
implementation without any software change on the data transmissions.

Transparent Slave means the device is slave on the Bluetooth link and the UART is
switched to "Transparent Mode".

The RBT-001 can be assumed to be in “Transparent Slave” state after on of the following
actions appeared:

0 the RBT-001 accepted an incoming link in “Idle, Automatic”, in which the Automatic
Flag is switched to On.

O the host sent command "Transparent Mode" while the RBT-001 is in "Single Slave"
state. Leaving Transparent Slave, initiated by a UART break, will lead into "Single
Slave" state.

Since the RBT-001 can not send any events or react on incoming commands, scanning is
switched off and therefore the RBT-001 is not discoverable or connectable for other
devices.
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UART Protocol Principles

The RBT-001 can be controlled with simple commands on the UART interface. The
commands have to be sent within a special package format. The following sections
describe the format of the command set packages.

Framing

The connection is considered “Error free”. But for packet recognition and synchronization,
some framing is used. All packets sent in both directions are constructed after the
following model:

Start Packet Type | Op Data | Check- End
delimiter | identification | code | length | sum Packet Data delimiter
1 byte 1 byte 1 2 1 byte | <Data length> | 1 byte
byte | bytes bytes
|----------- Checksum ------------ |

Start delimiter

The start delimiter indicates the RBT-001 the beginning of a new package. The “STX” char
is used as start delimiter: STX = 0x02

Packet type identification
This byte identifies the type of packet. The following types are valid:

Code Packet Type Description

0x52 Request A request sent to the Bluetooth module.

'R’ (REQ) All request are answered by exactly one confirm.

0x43 Confirm The Bluetooth modules confirm to a request.

'C' (CFM) All request are answered by exactly one confirm.

0x69 Indication Information sent from the Bluetooth module, that is not a

T (IND) direct confirm to a request.

0x72 Response An optional response to an indication.

T (RES) This is used to respond to some type of indication
messaged.

All other values are reserved.

Opcode

The opcode is a command specifier. Each command is represented by this one byte
identifier, as in the following table.

Opcode Value

GAP_INQUIRY 0x00

GAP_DEVICE_FOUND 0x01

RoboTech Bluetooth Serial Module 22
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Opcode Value
GAP_REMOTE_DEVICE_NAME 0x02
GAP_READ_LOCAL_NAME 0x03
GAP_WRITE_LOCAL_NAME 0x04
GAP_READ_LOCAL_BDA 0x05
GAP_SET_SCANMODE 0x06
GAP_GET_FIXED_PIN 0x16
GAP_SET_FIXED_PIN 0x17
GAP_GET_PIN 0x75
GAP_GET_SECURITY_MODE 0x18
GAP_SET_SECURITY_MODE 0x19
GAP_REMOVE_PAIRING 0x1B
GAP_LIST_PAIRED_DEVICES 0x1C
GAP_ENTER_SNIFF_MODE 0x21
GAP_EXIT_SNIFF_MODE 0x37
GAP_ENTER_PARK_MODE 0x38
GAP_EXIT_PARK_MODE 0x39
GAP_ENTER_HOLD_MODE 0x3A
GAP_SET_LINK_POLICY 0x3B
GAP_GET_LINK_POLICY 0x3C
GAP_POWER_SAVE_MODE_CHANGED | 0x3D
GAP_ACL_ESTABLISHED 0x50
GAP_ACL_TERMINATED 0x51
SPP_SET_PORT_CONFIG 0x07
SPP_GET_PORT_CONFIG 0x08
SPP_PORT_CONFIG_CHANGED 0x09
SPP_ESTABLISH_LINK Ox0A
SPP_LINK_ESTABLISHED 0x0B
SPP_INCOMMING_LINK_ESTABLISHED | Ox0C
SPP_RELEASE_LINK 0x0D
SPP_LINK_RELEASED Ox0E
SPP_SEND_DATA OxOF
SPP_INCOMING_DATA 0x10
SPP_TRANSPARENT_MODE Ox11
SPP_CONNECT_DEFAULT_CON 0x12
SPP_STORE_DEFAULT_CON 0x13
SPP_GET_LIST_DEFAULT_CON 0x14
SPP_DELETE_DEFAULT_CON 0x15
SPP_SET_LINK_TIMEOUT 0x57
SPP_GET_LINK_TIMEOUT 0x58
SPP_PORT_STATUS CHANGED 0x3E
SPP_GET_PORT_STATUS 0x40
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Opcode Value
SPP_PORT_SET DTR 0x41
SPP_PORT_SET_RTS 0x42
SPP_PORT_BREAK 0x43
SPP_PORT_OVERRUN_ERROR 0x44
SPP_PORT_PARITY_ERROR 0x45
SPP_PORT_FRAMING_ERROR 0x46
SDAP_CONNECT 0x32
SDAP_DISCONNECT 0x33
SDAP_CONNECTION_LOST 0x34
SDAP_SERVICE_BROWSE 0x35
SDAP_SERVICE_SEARCH 0x36
SDAP_SERVICE_REQUEST Ox1E
SDAP_ATTRIBUTE_REQUEST Ox3F
CHANGE_NVS_UART_SPEED 0x23
CHANGE_UART_SETTINGS 0x48
SET_PORTS_TO_OPEN 0x22
GET_PORTS_TO_OPEN Ox1F
RESTORE_FACTORY_SETTINGS Ox1A
STORE_CLASS_OF_DEVICE 0x28
FORCE_MASTER_ROLE 0x1D
READ_OPERATION_MODE 0x49
WRITE_OPERATION_MODE Ox4A
SET_DEFAULT_LINK_POLICY 0x4C
GET_DEFAULT_LINK_POLICY 0x4D
SET_EVENT _FILTER Ox4E
GET_EVENT_FILTER Ox4F
SET_DEFAULT_LINK_TIMEOUT 0x55
GET_DEFAULT_LINK_TIMEOUT 0x56
SET_DEFAULT_LINK _LATENCY 0x63
GET_DEFAULT_LINK_LATENCY 0x64
SET_PCM_SLAVE_CONFIG 0x74
ENABLE_SDP_RECORD 0x29
DELETE_SDP_RECORDS Ox2A
STORE_SDP_RECORD 0x31
RESET 0x26
RBT-001_READY 0x25
TEST_MODE 0x24
WRITE_ROM_PATCH 0x47
READ_RSSI 0x20
RF_TEST_MODE 0x4B
DISABLE_TL 0x52
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Opcode Value
TL_ENABLED 0x53
AWAIT_INITIALIZATION_EVENT 0x66
ENTER_BLUETOOTH_MODE 0x66
READ_NVS 0x72
WRITE_NVS Ox73
Data length

Number of bytes in the “Packet data” area. The maximum size is 333 bytes.

Packet data
The data fields hold binary data; hence both 0x02 (=STX) and 0x03 (=ETX) are allowed as
data.

Checksum

This is a simple Block Check Character (BCC) checksum of the bytes from “Packet type”
to, and including, “data length”. The BCC checksum is calculated as the low byte of the
sum of all bytes.

E.g. if the sum of all bytes are 0x3724, the checksum is 0x24.

End delimiter
The “ETX” char is used as end delimiter; ETX = 0x03

Retransmission

The connection is considered “Error free”, hence no need for implementing time-outs and
retransmissions.

Flow control

A transparent data-mode is supported for RFCOMM communication. When using this
transparent mode, full hardware handshake is advised.

When not in transparent mode, the protocol principle of REQ-CFM, limits the need of
buffer capacity. As IND's can come out of REQ-CFM sequence, and is unconfirmed, the
user device has to be able to read these data fast enough / have enough buffer capacity.

Byte Order

The byte order of the protocol is Little Endian, if nothing else is specified.
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Commands in Commmand Mode

The RBT-001 implements a complete command set for bluetooth operation and local
configuration. The command set is based on a request/confirm scheme meaning any

command will be confirmed by an appropriate event including the same opcode.

Searching for remote devices

The RBT-001 implements the basic Bluetooth functionalities ("GAP"), and offers simple
interfaces for locating other Bluetooth devices (Inquiry and name discovery), and easy
configuration of the local Bluetooth device.

Host

RBT-001

REQ, INQUIRY o

IND, DEVICE_FOUND

************** For each found

device

CFM, INQUIRY

Inquiry
| Description | Initiates a search for other Bluetooth devices.
PacketType REQ
Opcode GAP_INQUIRY
DataLength 3
Data Length Duration of inquiry
1 byte Range: 0x01 -0x30 (1.28s - 61.44s)
NumResponses Maximum number of responses
1 byte Range: 0x00 - OxFF
0x00 = Unlimited number of responses.
Mode General Inquiry 0x00
1 Byte Limited Inquiry O0x01
| Description | Confirms that the search for other Bluetooth devices is complete.
PacketType CFM
Opcode GAP_INQUIRY
DataLength 1
Data Status ERROR_OK
1 byte ERROR_DURATION_OUT_OF RANGE
ERROR_INVALID_MODE
ERROR_INVALID NO OF PARAMETERS

Device Found

| Description | Indicates that a device has been found.

PacketType IND

Opcode GAP_DEVICE_FOUND

Datalength 9

Data BdAddr Bluetooth device address of the found device.
6 bytes
DeviceClass Class of the found device.
3 byte
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Getting user-friendly name of remote Bluetooth Device

Host RBT-001

REQ, REMOTE_DEVICE_NAME .

CFM, REMOTE_DEVICE_NAME

Remote Device Name

Description | Request the user-friendly name from a known remote Bluetooth

device.

PacketType REQ

Opcode GAP_REMOTE_DEVICE_NAME

DataLength 6

Data BdAddr Bluetooth device address for the remote device
6 byte

| Description | Confirm to the request above.

PacketType CFM
Opcode GAP_REMOTE_DEVICE_NAME
Datalength 8+ NameLength if ok, otherwise 8
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS
ERROR_TIMEOUT
BdAddr Bluetooth device address for the remote device
6 byte
NameLength Number of bytes in device name
1 byte
DeviceName The user-friendly name of the remote device.
Length bytes NULL terminated. Maximum length is 40 bytes.

RoboTech Bluetooth Serial Module
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Reading the user-friendly name of the local device

Host RBT-001

-

REQ, READ_LOCAL_NAME

CFM, READ_LOCAL_NAME

A

Read Local Name

| Description | Request the user-friendly name for the local Bluetooth device.
PacketType REQ
Opcode GAP_READ_LOCAL_NAME
DataLength 0
Data None |
| Description | Confirm to the request above.
PacketType CFM
Opcode GAP_READ_LOCAL_NAME
DatalLength 2 + NameLength
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS
ERROR_UNKNOWN_ERROR
NamelLength Number of bytes in device name
1 byte
DeviceName The user-friendly name of the local device.
Namelength bytes | The string is NULL terminated. . Max length is dtes.

Chanqing the user-friendly name of the local device

RBT-001

-

Host

REQ, WRITE_LOCAL_NAME

CFM, WRITE_LOCAL_NAME

Write Local Name

Description | Change the user-friendly name for the local Bluetooth device. The

name is stored in NVS

PacketType REQ

Opcode GAP_WRITE_LOCAL_NAME

DataLength 1+ NamelLength

Data NamelLength Number of bytes in device name
DeviceName The user-friendly name of the local device.
Length bytes (String must be NULL terminated). Max length isld\@es.
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| Description | Confirm to the request above.

PacketType CFM
Opcode GAP_WRITE_LOCAL_NAME
DataLength 1
Data Status ERROR_OK
1 byte ERROR_NAME_TOO_LONG
ERROR_INVALID_NO_OF PARAMETERS

Reading the Bluetooth device address of the local device

Host RBT-001

REQ, READ_LOCAL_BDA -

-

CFM, READ_LOCAL_BDA

Read Local Bluetooth Address

| Description | Read the Bluetooth device address of the local Bluetooth device.

PacketType REQ

Opcode GAP_READ_LOCAL_BDA
Datalength 0

Data None

| Description | Confirm to the request above.

PacketType CFM

Opcode GAP_READ LOCAL BDA

Datalength 7

Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS

ERROR_UNKNOWN_ERROR

BdAddr Bluetooth device address for the local device
6 byte

Changing Scanmode (Connectability and Discoverability)

Connectability and Discoverability is set with this single request.

Host RBT-001

REQ, SET_SCANMODE

—
-

CFM, SET_SCANMODE

A

V 60 seconds

IND, SET_SCANMODE

RoboTech Bluetooth Serial Module
User Manual Ver. 1.2

29



Set Scan Mode

Description

Change the Bluetooth scan mode.

Automatic limited discoverable mode automatically toggles between
general and limited inquiry scanning. This mode defined by the
Bluetooth GAP profile specification, refer to part K.1, section 6.2.1. The
automatic Limited discoverable mode times out after 60 sec. At this
point the RBT-001 sends the GAP_SET_SCANMODE indication and
resets page and inquiry scan settings to the value that was stored
before the automatic limited discoverable mode was entered.

The Connectability mode and discoverability modes are stored in NVS
and restored during startup. An exception are the limited discoverable
mode and automatic limited discoverable modes are selected, in this
case neither connectability mode or discoverability mode are stored in
NVS.

PacketType

REQ

Opcode

GAP_SET_SCANMODE

Datalength

2

Data

0x00 = Not connectable
0x01 = Connectable
0x81 = Connectable using Interlaced Scanning.

Connectability
1 byte

0x00 = Non discoverable

0x01 = General discoverable

0x81 = General discoverable using Interlaced Scanni

0x02 = Limited discoverable

0x82 = Limited discoverable using Interlaced Scagni

0x03 = Automatic limited discoverable mode

0x83 = Automatic limited discoverable mode usintpitaced Scanning.

Discoverability
1 byte

| Description

Confirm to the request above.

PacketType

CEM

Opcode

GAP_SET_SCANMODE

DatalLength

1

Data

Status
1 byte

ERROR_OK
ERROR_INVALID_CONNECTABILITY_PARAMETER
ERROR_INVALID_DISCOVERABILITY_PARAMETER
ERROR_INVALID_NO_OF_PARAMETERS
ERROR_UNKNOWN_ERROR

Set Scan Mode Indication

Description | Indication send from the device, when automatic limited discoverable
mode has ended.

PacketType IND

Opcode GAP_SET SCANMODE

DataLength 1

Data Status ERROR_OK
1 byte ERROR_UNKNOWN_ERROR

RoboTech Bluetooth Serial Module
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Bluetooth Security

Bluetooth security is part of the Generic Access Profile GAP. It is controlled by:

O Security Mode
0 Security Mode 1.
= No Security, the device never will ask for authentication or pairing.
0 Security Mode 2:
= The level of security (Authorization, Authentication, Encryption) is
determined by the setting in the service database entries. Each entry
can have different security requirements.
= no authentication necessary for SDAP links
o0 Security Mode 3:
= Authentication already necessary on Link Manager level: SDAP links
already require authentication (Service requests)
= Device always asks for authentication
O Service Database Entry (only for Security Mode 2)
o Each entry can specify the settings for authentication and encryption

The RBT-001 by default is in Security Mode 2.

Get Fixed PIN
| Description | Reads the current fixed pin code from NVS
PacketType REQ
Opcode GAP_GET_FIXED_PIN
DatalLength 0
| Description | Response to the request above.
PacketType CFM
Opcode GAP_GET_ FIXED _PIN
DatalLength 2+Pinlength
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS
Pinlength Length of pin code, in bytes.
1 byte 0x00: No Fixed pin, RBT-001 will send "Pin requisticator" in
case a pin is required.
Range: 0x01-0x10
Pincode PIN code used when the two Bluetooth devices aregharhe
Pinlength bytes maximum length of a PIN code is 128 bits (16 bytes)
Set Fixed PIN
| Description | Stores a new fixed pin code in NVS
PacketType REQ
Opcode GAP_SET_FIXED_PIN
DatalLength 1+ Pinlength
Data Pinlength Length of pin code, in bytes.
1 byte Range: 0x01-0x10
Pincode PIN code used when the two Bluetooth devices aregharlhe
Pinlength bytes maximum length of a PIN code is 128 bits (16 bytes)
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| Description | Response to the request above.
PacketType CFM
Opcode GAP_SET_FIXED PIN
DataLength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS
ERROR_PINCODE_LENGTH
PIN request
Description | This event is used to inform the Host when a PIN code is requested
during authentication of an ACL link. This event is only generated if the
length of the Fixed pin parameter stored in the NVS is set to 0.
PacketType IND
Opcode GAP_GET_PIN
Datalength 6
Data BdAddr The Bluetooth device address of the remote device.
6 byte
Description | This command is used to send a PIN code to the RBT-001 module as
response to a GAP_GET_PIN indication.
PacketType REQ
Opcode GAP_GET_PIN
Datalength 1
Datal ength 7 + Pinlength
Data BdAddr The Bluetooth device address of the remote device.
6 byte
Pinlength Length of pin code, in bytes.
1 byte Range: 0x00-0x10
0x00 indicates that the Host does not allow théentication of the
ACL link.
Pincode PIN code used when the two Bluetooth devices aregharlhe
Pinlength bytes maximum length of a PIN code is 128 bits (16 bytes)
| Description | Response to the request above.
PacketType CFM
Opcode GAP_GET PIN
Datalength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS
ERROR_PINCODE_LENGTH

Get Security Mode

| Description | Reads the current security mode of the Bluetooth device.
PacketType REQ
Opcode GAP_GET_SECURITY_MODE
DatalLength 0
Data None
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| Description | Confirm to the request above.

PacketType CFM

Opcode GAP_GET_SECURITY_MODE

DataLength 2

Data Status ERROR_OK
1 byte ERROR_INVALID NO OF PARAMETERS
Mode The current Bluetooth security mode.
1 byte 0x01 Security mode 1

0x02 Security mode 2
0x03 Security mode 3
0x83 Security mode 3 with link level encryption

Set Security Mode

Description | Changes the current security mode of the Bluetooth device. The
security mode is stored in NVS and restored during power up.
PacketType REQ
Opcode GAP_SET_SECURITY_MODE
Datalength 1
Data Mode The current Bluetooth security mode.
1 byte 0x01 Security mode 1
0x02 Security mode 2
0x03 Security mode 3
0x83 Security mode 3 with link level encryption
| Description | Confirm to the request above.
PacketType CFM
Opcode GAP_SET_SECURITY_MODE
Datal ength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS
ERROR_INVALID SECURITY_ MODE
Pairing

The pairing process is part of the authentication procedure. If a local or remote service

asks for authentication during link establishment, the authentication process will check if a

link key already exists between the two devices. If not, the Link Manager initiates the
pairing process. Within this, the two devices exchange a PIN code and create a secure link
key which will be stored in each device.
During next link setup, the authentication routine takes the existing link key and proceeds
without this pairing procedure.
The RBT-001 has a fixed PinCode which can be changed with the command “Change
fixed Pin”. This pin is used during any pairing procedure. In case the stored PinCode has
length 0x00, the RBT-001 will request a Pin from the application using the “Pin Request”

indicator. The application needs to respond with the appropriate pin in the Pin request.

Remove Pairing

| Description | Remove pairing with a remote device.
PacketType REQ
Opcode GAP_REMOVE_PAIRING
Datalength 6
g%ﬁtddress Remove pairing to the BdAddress.
e
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| Description | Response to the request above.

PacketType CFM
Opcode GAP_REMOVE_PAIRING
Datalength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS
ERROR_LINKKEY_DOES_NOT_EXISTS

List Paired Devices

| Description | Request a list of paired devices from NVS
PacketType REQ

Opcode GAP_LIST_PAIRED_DEVICES

DataLength 0

| Description | Response to the request above.

PacketType CFM

Opcode LIST_PAIRED_DEVICES

Datalength 2 +6 * DeviceCount

Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS
DeviceCount Number of devices in the list of paired devices
1 byte If 0 the device is not paired to any other devices.

The maximum number of paired devices is 7.

BdAddresses The list of paired devices
6 byte * DeviceCount

"Air interface" Low Power Modes

A Bluetooth link is a based on a physically synchronized connection, which means that the
devices can only communicate after successful synchronization. For this, each package
also includes some synchronization information. Also a specific polling scheme is in place
to keep synchronization if no traffic is necessary.

As the slave has to actively listen to packages from the master, there are different
methods to decrease the necessary active receive slots on devices.

The ability to switch to those specific modes is controlled by the Link Policy. To make sure
both devices support the low power mode requested, Link Policy can be set first. It will
only be successful if both sides support it.

Enter Sniff Mode

Command to enter the sniff mode. The command includes the maximum and minimum
value for the sniff interval. After sending the command, Master and slave will calculate a
reasonable sniff time and will switch into Sniff mode.
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Description | This command is used to request sniff mode on a given link with user
specified parameters.
PacketType REQ

Opcode GAP_ENTER_SNIFF_MODE

DatalLength 14

Data BdAddr The Bluetooth address of the remote device of whagbut the link
6 bytes in sniff mode.
SniffMaxInterval Maximum sniff interval in slots.
2 bytes
SniffMininterval Minimum sniff interval in slots.
2 bytes
SniffAttempt Number of slots the slave must listen, beginninthatsniff slot,
2 bytes even if it does not receive a packet with its ow.A
SniffTimeout Number of additional slots the slave must listeib ¢gontinues to
2 bytes receive only packets with its own AM address.

Description | Response to the request above.
PacketType CFM

Opcode GAP_ENTER_SNIFF_MODE
DataLength 1
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR

ERROR_INVALID_NO_OF_PARAMETERS
ERROR_NO_ CONNECTION

Exit Sniff Mode

| Description | This command is used to exit a current sniff mode on a given link.
PacketType REQ

Opcode GAP_EXIT_SNIFF_MODE

Datalength 6

Data BdAddr The Bluetooth address of the remote device of wtoadxit the
6 bytes current sniff mode.

Description | Response to the request above.
PacketType CFM

Opcode GAP_ENTER_SNIFF_MODE
DataLength 1
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR

ERROR_INVALID_NO_OF_PARAMETERS
ERROR_NO_CONNECTION

Enter Park Mode

In Park Mode the slave will lose its active member address and will not longer be part of
the piconet. It will be kept synchronized by beacons within the specified interval range.
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Description

This command is used to request park mode on a given link with user

specified parameters.

PacketType REQ
Opcode GAP_ENTER_PARK_MODE
DatalLength 10
Data BdAddr The Bluetooth address of the remote device of whagbut the link
6 bytes in park mode.
BeaconMaxInterval | Acceptable longest length of the interval betweeadons.
2 bytes
BeaconMinInterval | Acceptable shortest length of the interval betweescons.
2 bytes
| Description | Response to the request above.
PacketType CFM
Opcode GAP_ENTER_PARK_ MODE
Datalength 1
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR
ERROR_INVALID_NO_OF_PARAMETERS
ERROR_NO_CONNECTION

Exit Park Mode

| Description | This command is used to exit a current park mode on a given link.
PacketType REQ
Opcode GAP_EXIT_PARK_MODE
Datalength 6
Data BdAddr The Bluetooth address of the remote device of wtaadxit the
6 bytes current park mode.
| Description | Response to the request above.
PacketType CFM
Opcode GAP_ENTER_PARK_MODE
DatalLength 1
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR
ERROR_INVALID_NO_OF PARAMETERS
ERROR_NO CONNECTION

Enter Hold Mode

Description | This command is used to request Hold mode on a given link with user
specified parameters.
PacketType REQ
Opcode GAP_ENTER_HOLD_MODE
Datalength 10
Data BdAddr The Bluetooth address of the remote device of wtagbut the link
6 bytes in Hold mode.

HoldMaxInterval
2 bytes

Maximum length of the Hold interval for which thest may
actually enter into the hold mode after negotiatigth the remote
device.

HoldMinInterval
2 bytes

Minimum length of the Hold interval for which theokt may
actually enter into the hold mode after the negotiewith the
remote device.
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| Description | Response to the request above.
PacketType CFM
Opcode GAP_ENTER_HOLD_MODE
DataLength 1
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR

ERROR_INVALID_NO_OF_PARAMETERS
ERROR_NO_ CONNECTION

Set Link Policy

Description | This command is used to change the current link policy setting for the
given link.
PacketType REQ
Opcode GAP_SET_LINK_POLICY
Datalength 8
Data BdAddr The Bluetooth address of the remote device of whiathange the
6 bytes link policy settings for the link.
LinkPolicy Bitfield:
2 byte 0x0001 = Master-slave switch allowed
0x0002 = Hold mode allowed
0x0004 = Sniff mode allowed
0x0008 = Park mode allowed
| Description | Response to the request above.
PacketType CFM
Opcode GAP_SET_LINK_POLICY
Datalength 1
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR
ERROR_INVALID_NO_OF_PARAMETERS
ERROR_NO_CONNECTION
ERROR_ILLEGAL_LINK_POLICY

Get Link Policy

Description | This command is used to get the current link policy setting for the
given link.

PacketType REQ

Opcode GAP_GET_LINK_POLICY

DataLength 6

Data BdAddr The Bluetooth address of the remote device of wtodet the
6 bytes current link policy settings for the link.
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| Description | Response to the request above.
PacketType CFM
Opcode GAP_GET_LINK_POLICY
Datalength 3
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR
ERROR_INVALID_NO_OF_PARAMETERS
ERROR_NO_CONNECTION
LinkPolicy Bitfield:
2 byte 0x0001 = Master-slave switch allowed
0x0002 = Hold mode allowed
0x0004 = Sniff mode allowed
0x0008 = Park mode allowed

Power Save Mode Changed

Description | This indication is sent to the host when changes the power save mode
on a link occur.
PacketType IND
Opcode GAP_POWER_SAVE_MODE_CHANGED
Datalength 8
Data Status ERROR_OK
1 byte ERROR_ATTEMPT_FAILED
ERROR_UNSPECIFIED_ERROR
BdAddr The Bluetooth address of the remote device for vttie power save
6 bytes mode has changed on the link.
Mode 0x00 = Active mode (Left power save mode)
1 byte 0x01 = Hold mode (Hold mode entered)
0x02 = Sniff mode (Sniff mode entered)
0x03 = Park mode (Park mode entered)

Device Low Power Modes

In certain applications the RBT-001 will be used most of the time in a waiting status,
meaning it is waiting for being connected or listening to commands. To reduce power
consumption of the system, the RBT-001 supports a specific Wake up functionality.
The RBT-001 supports to disable the UART transport layer (command "Disable Transport
Layer") to switch off the command interpreter and all hardware components not needed for
the current operation. The interface can be reactivated again by either side by using
hardware pins. The RBT-001 uses the RTS signal pin to wake up the host. The RTS/ CTS
signals are connected in a NULL-Modem fashion (i.e. "crossed"), meaning that RTS on the
Host is connected to CTS on the RBT-001 and vice versa. Therefore the host would need
to be able to monitor its CTS input or has to use a separate hardware pin. In case the
RBT-001 has to be triggered by the host, the RTS pin is used as the hardware Wake-Up

signal.

Disable Transport Layer

Description | This Command disables the transport layer and thereby allowing
power saving.

PacketType REQ

Opcode DISABLE TL

DatalLength 0
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| Description | Response to the request above.

PacketType CFM

Opcode DISABLE TL

Datalength 1

Data Status ERROR_OK
1 byte ERROR_COMMAND_DISALLOWED

Description | This indication is sent when the transport layer is re-enabled.

Transport layer is re-enabled by pulling RTS signal of the host or an
event is ready to be sent from the RBT-001 to the host, normally due
to an air-interface event.

PacketType IND

Opcode TL_ENABLED

Datalength 1

Data Status ERROR_OK
1 byte

ACL indications

If the Event Filter is set to “Report all events”, the RBT-001 indicates any established and
terminated ACL link to the host. This feature enables the user to monitor the Bluetooth
physical interface. In case the establishment failed the indicators report the reason for
terminating or not establishing the link. The ACL error events can be found in Table "ACL

Error Codes" on page 73.

ACL Established

| Description | This indication is sent to the host when an ACL link is established.
PacketType IND
Opcode GAP_ACL_ESTABLISHED
Datalength 7
Data BdAddr The Bluetooth address of the remote device.
6 bytes
Status See "ACL Error Codes" on page 73.
1 byte

ACL Terminated

| Description | This indication is sent to the host when an ACL link is terminated.
PacketType IND
Opcode GAP_ACL_TERMINATED
Datalength 8
Data BdAddr The Bluetooth address of the remote device.
6 bytes
Status See "ACL Error Codes" on page 73.
1 byte
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Serial port profile (SPP)

An active SPP link appears as a virtual serial port connection between two devices. As any

other serial connection it has different settings for that “virtual” serial port. The following

settings enable the host to change specific port settings on that virtual port. The reference
for all commands is the local RFcomm port the link has been set up with.
All commands in this section are only handled at application level and have no direct
impact on the Bluetooth link.

The RBT-001 implements the serial port profile (SPP), and offers a very simple interface
for RFCOMM communication.

Open / Close an RFCOMM port

The device will automatically open all configured "ports to open” at start up.

Reading / chanqging current port configuration

Host

RBT-001

REQ, SPP_SET_PORT_CONFIG

f

-

CFM, SPP_SET_PORT_CONFIG

REQ, SPP_GET_PORT_CONFIG

A

CFM, SPP_GET_PORT_CONFIG

Set Port Config

Description | Write the configuration for the SPP port. These are “virtual” settings for
the air connection, not the settings for the RBT-001 UART.
Note: The baudrate in this configuration has no impact on the
throughput on the Bluetooth link itself or the RBT-001. It is not used by
the RFCOMM layer.

PacketType REQ

Opcode SPP_SET PORT_CONFIG

DataLength 6

Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
BaudRate Baudrate
1 byte 0x00 = 2400 baud 0x01 = 4800 baud 0x02 = 7200 baud

0x03 = 9600 baud
0x06 = 57600 baud

0x04 = 19200 baud
0x07 = 115200 baud

0x05 = 3840d bau
0x08 = 230400

Note: The baudratein this configuration has no impact on the
throughput on the Bluetooth link itself or the RBT-001. It isnot used by
the RFCOMM layer. The parameter might be used asinfor mative
parameter on the application level.

1 byte

Portsettings

Bitfield: 000000XX | Number of databits 00=5 bits
01=6 bits
02=7 bits

03=8 bits

Bitfield: 00000X00 0=1

1=15

Number of stopbits

Bitfield: 0000X000 | Parity 0 = No parity

1 = Parity

RoboTech Bluetooth Serial Module

User Manual Ver. 1.2

40



Bitfield: 00XX0000 | ParityType 00=0DD
01=EVEN
02=MARK
03=SPACE

Bitfield: XX000000 | Reserved

FlowControl | Bitfield: 0000000X | XonXoffOnlnput O=Disable
1 byte 1=Enable

Bitfield: 000000X0 | XonXoffOnOutput O=Disable
1=Enable

Bitfield: 00000X00 | RtrOnlnput O=Disable
1=Enable

Bitfield: 0000X000 | RtrOnOutput O=Disable
1=Enable

Bitfield: 000X0000 | RtcOnlnput O=Disable
1=Enable

Bitfield: 00X00000 | RtcOnOutput O=Disable
1=Enable

Bitfield: XX000000 | Reserved

XonChar Char used for Xon, if Xon/Xoff flowcontrol is used.
1 byte
XoffChar Char used for Xoff, if Xon/Xoff flowcontrol is used
1 byte

| Description | Confirm to the request above.
PacketType CFM
Opcode SPP_SET PORT_CONFIG
DatalLength 2
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR
ERROR_UNSPECIFIED_ERROR
ERROR_SPP_INVALID_PORT
ERROR_SPP_PORT_NOT_OPEN
ERROR_UART SPEED OUT_OF RANGE
LocalPort Local RFCOMM port number. Range 1-30
1 byte

Get Port Config

Description | Read the configuration for the SPP port. This is "virtual" settings for the

air connection, not settings for the RBT-001 serial port.

PacketType REQ

Opcode SPP_GET PORT_CONFIG

DatalLength 1

Data LocalPort Local RFCOMM port number. Range 1-30
1 byte

| Description | Confirm to the request above.

PacketType CFM

Opcode SPP_GET_PORT_CONFIG

Datalength 7

Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR

ERROR_SPP_INVALID_PORT
ERROR_SPP_PORT _NOT_OPEN
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LocalPort

Local RFCOMM port number. Range 1-30

1 byte
BaudRate Baudrate
1 byte 0x00 = 2400 baud 0x01 = 4800 baud 0x02 = 7200 baud
0x03 = 9600 baud 0x04 = 19200 baud 0x05 = 38400 bau
0x06 = 57600 baud 0x07 = 115200 baud 0x08 = 230400
Portsettings | Bitfield: 000000XX | Number of databits 00=5 bits
1 byte 01=6 bits
02=7 bits
03=8 bits
Bitfield: 00000X00 | Number of stopbits 0=1
1=15
Bitfield: 0000X000 | Parity 0 = No parity
1 = Parity
Bitfield: 00XX0000 | ParityType 00=0DD
01=EVEN
02=MARK
03=SPACE
Bitfield: XX000000 | Reserved
FlowControl | Bitfield: 0000000X | XonXoffOnlnput O=Disable
1 byte 1=Enable
Bitfield: 000000X0 | XonXoffOnOutput O=Disable
1=Enable
Bitfield: 00000X00 | RtrOnlnput O=Disable
1=Enable
Bitfield: 0000X000 | RtrOnOutput O=Disable
1=Enable
Bitfield: 000X0000 | RtcOnlnput O=Disable
1=Enable
Bitfield: 00X00000 | RtcOnOutput O=Disable
1=Enable
Bitfield: XX000000 | Reserved
XonChar Char used for Xon, if Xon/Xoff flowcontrol is used.
1 byte
XoffChar Char used for Xoff, if Xon/Xoff flowcontrol is used
1 byte

Port Config Changed

Description | Sent from the RBT-001 when remote device has changed the port
configuration.
PacketType IND
Opcode SPP_PORT_CONFIG_CHANGED
Datalength 6
Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
BaudRate Baudrate
1 byte 0x00 = 2400 baud 0x01 = 4800 baud 0x02 = 7200 baud
0x03 = 9600 baud 0x04 = 19200 baud 0x05 = 38400 bau
0x06 = 57600 baud 0x07 = 115200 baud 0x08 = 230400
Portsettings | Bitfield: 000000XX | Number of databits 00=5 bits
1 byte 01=6 bits
02=7 bits
03=8 bits
Bitfield: 00000X00 | Number of stopbits 0=1
1=15
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Bitfield: 0000X000 | Parity 0 = No parity
1 = Parity
Bitfield: 00XX0000 | ParityType 00=0DD
01=EVEN
02=MARK
03=SPACE
Bitfield: XX000000 | Reserved
FlowControl | Bitfield: 0000000X | XonXoffOnlnput O=Disable
1 byte 1=Enable
Bitfield: 000000X0 | XonXoffOnOutput O=Disable
1=Enable
Bitfield: 00000X00 | RtrOnlnput O=Disable
1=Enable
Bitfield: 0000X000 | RtrOnOutput O=Disable
1=Enable
Bitfield: 000X0000 | RtcOnlnput O=Disable
1=Enable
Bitfield: 00X00000 | RtcOnOutput O=Disable
1=Enable
Bitfield: XX000000 | Reserved
XonChar Char used for Xon, if Xon/Xoff flowcontrol is used.
1 byte
XoffChar Char used for Xoff, if Xon/Xoff flowcontrol is used
1 byte

Reading / changing current port status

SPP link allows signaling of Modem status and line status over the Bluetooth link. The
commands for changing Modem / Line status will only have effect if the SPP link is
available.

Local Remote
Host RBT-001  RBT-001 Host

REQ, SPP_SET_DTR -~

CFM, SPP_SET_DTR I::> | IND, SPP_PORT STATUS CHANGED _

REQ, SPP_GET_PORT_STATUS

A

-

CFM, SPP_GET_PORT_STATUS

Get Port Status

Description | Get the current state of the modem status and line status. This
command resets the value (to 0) of the following members of the port
status:

OverrunError

ParityError

FramingError

BreakLength
The value of DSR and CTS are only changed when new values are
received from the remote device!

PacketType REQ

Opcode SPP_GET_PORT_STATUS
DatalLength 1
Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
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| Description | Confirm to the request above.
PacketType CFM
Opcode SPP_GET_PORT_STATUS
DataLength 5
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR
ERROR_SPP_INVALID_PORT
ERROR_SPP_PORT_NOT_OPEN
LocalPort Local RFCOMM port number. Range 1-30
1 byte
PortStatus | Bitfield: 0000000X | DTR 0 = Low
1 byte 1 = High
Bitfield: 000000X0 | RTS 0 = Low
1 = High
Bitfield: 00000X00 | DSR 0 = Low
1 = High
Bitfield: 0000X000 | CTS 0 = Low
1 = High
Bitfield: 000X0000 | Overrun Error 0 = No Error
1 = Overrun Error
Bitfield: 00X00000 | Parity Error 0 = No Error
1 = Parity Error
Bitfield: 0X000000 | Framing Error 0 = No Error
1 = Framing Error
Bitfield:X0000000 | DLC established 0=NoDLC
1 =DLC is available
Break The length in ms of the detected break. The valiseu@ed to indicate that n
Length break has been detected.
2 bytes
Set DTR
Description | This command sets the state of the DTR bit. Since RFCOMM acts as a
"null modem" where DTR and DSR are connected, the remote device
will see this as a change of the state of the DSR signal. In case the
remote device is a RBT-001, this remote RBT-001 will send a "SPP
Port Status Changed Indicator" to its application.
PacketType REQ
Opcode SPP_PORT_SET DTR
Datalength 2
Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
State 0: False.
1: True.
| Description | Confirm to the request above.
PacketType CFM
Opcode SPP_PORT_SET DTR
Datalength 2
Data Status ERROR_ K
1 byte ERROR_| LLEGAL_STATE_VALUE
ERROR_SPP_| NVALI D_PORT
ERROR_SPP_PORT_NOT_OPEN
LocalPort Local RFCOMM port number. Range 1-30
1 byte
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Set RTS

Description | This command sets the state of the RTS bit. Since RFCOMM acts as a
"null modem" where RTS and CTS are connected, the remote device
will see this as a change of the state of the CTS signal. In case the
remote device is a RBT-001, this remote RBT-001 will send a "SPP
Port Status Changed Indicator" to its application.

PacketType REQ
Opcode SPP_PORT_SET RTS
DatalLength 2
Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
State 0: False.
1: True.
| Description | Confirm to the request above.
PacketType CFM
Opcode SPP_PORT_SET RTS
DataLength 1
Data Status ERROR_OK
1 byte ERROR_| LLEGAL_STATE VALUE
ERROR_SPP_| NVALI D_PORT
ERROR_SPP_PORT_NOT_OPEN
LocalPort Local RFCOMM port number. Range 1-30
1 byte

Set BREAK

Description | This command indicates that the host has detected a UART BREAK
over the virtual serial link. In case the remote device is a RBT-001, this
remote RBT-001 will send a "SPP Port Status Changed Indicator" to its
application.

PacketType REQ

Opcode SPP_PORT BREAK

Datalength 2

Data LocalPort Local RFCOMM port number. Range 1-30.

1 byte
BreakLength| The length of the break in ms. Range 0 - 3000.
2 bytes The break length is sent in 200 ms units on thentérface (stored in a 4 bit
parameter).
| Description | Confirm to the request above.

PacketType CFM

Opcode SPP_PORT BREAK

Datalength 1

Data Status ERROR_ K
1 byte ERROR_SPP_| NVALI D_PORT

ERROR_SPP_PORT_NOT_OPEN
LocalPort Local RFCOMM port number. Range 1-30
1 byte
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Set Overrun Error

Description | This command is used to indicate that the host has detected an
overrun error. In case the remote device is a RBT-001, this remote
RBT-001 will send a "SPP Port Status Changed Indicator" to its
application.
PacketType REQ
Opcode SPP_PORT_OVERRUN_ERROR
Datalength 1
Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
| Description | Confirm to the request above.
PacketType CFM
Opcode SPP_PORT_OVERRUN_ERROR
Datalength 1
Data Status ERROR_ K
1 byte ERROR_SPP_| NVALI D_PORT
ERROR_SPP_PORT_NOT_OPEN
LocalPort Local RFCOMM port number. Range 1-30
1 byte

Set Parity Error

Description | This command is used to indicate that the host has detected a parity
error. In case the remote device is a RBT-001, this remote RBT-001
will send a "SPP Port Status Changed Indicator"” to its application.

PacketType REQ

Opcode SPP_PORT PARITY ERROR

Datalength 1

Data LocalPort Local RFCOMM port number. Range 1-30
1 byte

| Description | Confirm to the request above.

PacketType CFM

Opcode SPP_PORT PARITY ERROR

Datalength 1

Data Status ERROR_ K
1 byte ERROR_SPP_| NVALI D_PORT

ERROR_SPP_PORT_NOT_OPEN

LocalPort Local RFCOMM port number. Range 1-30
1 byte

Set Framing Error

Description | This command is used to indicate that the host has detected a framing
error. In case the remote device is a RBT-001, this remote RBT-001
will send a "SPP Port Status Changed Indicator"” to its application.

PacketType REQ

Opcode SPP_PORT_FRAMING_ERROR

Datalength 1

Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
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| Description

Confirm to the request above.

PacketType CFM
Opcode SPP_PORT_FRAMING_ERROR
Datalength 1
Data Status ERROR_ K
1 byte ERROR_SPP_I NVALI D_PORT

ERROR_SPP_PORT_NOT_OPEN

LocalPort Local RFCOMM port number. Range 1-30
1 byte

Port Status Changed

| Description | Send from the RBT-001 when remote device has changed the port.
PacketType IND
Opcode SPP_PORT_STATUS_CHANGED
DataLength 4
Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
PortStatus | Bitfield: 0000000X | DTR 0 = Low
1 byte 1 = High
Bitfield: 000000X0 | RTS 0 = Low
1 = High
Bitfield: 00000X00 | DSR 0 = Low
1 = High
Bitfield: 0000X000 | CTS 0 = Low
1 = High
Bitfield: 000X0000 | Overrun Error 0 = No Error
1 = Overrun Error
Bitfield: 00X00000 | Parity Error 0 = No Error
1 = Parity Error
Bitfield: 0X000000 | Framing Error 0 = No Error
1 = Framing Error
Bitfield:X0000000 | DLC established 0=NoDLC
1 =DLC is available
BreakLength| The length in ms of a break detected by the remewice. Range 0 - 3000.
2 bytes The value 0 is used to indicate that no break lees bletected.
The break length is sent in 200 ms units on thenterface.
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Establish / Release SPP link to a remote device

This section describes the basic functionality of creating a full SPP link to a remote device.
Basically only one single command is needed to create the connection. The command
“Establish Link” requires the BD_Addr and the RFComm port of the remote device,
determined out of the Inquiry and the SDAP connection. The command and event flow can
be found within the following flowchart.

The command will first be confirmed by a standard confirmation package. Afterwards the
RBT-001 will start to page and try to connect to the remote device. The
SPP_Link_Establishment indicator returns an error code reporting the success of the link
establishment.

Host RBT-001

REQ, SPP_ESTABLISH_LINK .

CFM, SPP_ESTABLISH_LINK

A

IND, SPP_LINK_ESTABLISHED

A

RFCOMM DATA transfer
Normal, or transparent -depending on how port is opened.

RFCOMM DLC link
controlled close —_—e,————— R—EQ'—SPE-RELEASE_LM_ RS ——

CFM, SPP_RELEASE_LINK

IND, SPP_LINK_RELEASED RFCOMM closed
- from either side, or
connection lost

Establish Link
| Description | Establish a DLC link to remote Bluetooth device

PacketType REQ
Opcode SPP_ESTABLISH_LINK
DatalLength 8
Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
BdAddr Bluetooth device address for the remote device
6 byte
RemotePortNumber | Remote device RFCOMM port number.
1 byte (Must be found using SDAP)

Description | Confirm that the DLC link establishment is initiated.
Note: This confirm does NOT indicate link establishment but only that
link establishment is in progress. When link establishment response is
received from the core, a SPP_LINK_ESTABLIHED indication is sent

from the RBT-001.
PacketType CFM

Opcode SPP_ESTABLISH_LINK
Datalength 2
Data Status ERROR_ K
1 byte ERROR_SPP_PORT_BUSY

ERROR_SPP_PORT_NOT_OPEN
ERROR_SPP_I NVALI D_PORT
ERROR_SPP_AUTOVATI C_CONNECTI ONS_PROGRESSI NG

LocalPort Local RFCOMM port number. Range 1-30
1 byte
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Link Established

| Description | Indication of establishment of a locally requested DLC link.
PacketType IND
Opcode SPP_LINK_ESTABLISHED
DatalLength 9
Data Status Refer to RFCOMM Error Codes section.
1 byte
BdAddr Bluetooth device address for the remote device.
6 byte
LocalPort Local RFCOMM port number. Range 1-30
1 byte
RemotePortNumber | Remote device RFCOMM port number.
1 byte

Incoming Link Established

In case a remote device creates a link to the RBT-001, the device will indicate the
successful link establishment by sending the “Incoming Link Established Indicator”. The
packet includes the BD_Addr of the remote device and the local RFComm Port it is

connected to.

| Description | Indication of establishment of a remotely requested DLC link.
PacketType IND
Opcode SPP_ INCOMING_LINK_ESTABLISHED
DatalLength 7
Data BdAddr Bluetooth device address for the remote device
6 byte
LocalPort Local RFCOMM port number. Range 1-30
1 byte
Release Link
| Description | Release a DLC link to remote Bluetooth device
PacketType REQ
Opcode SPP_RELEASE_LINK
Datalength 1
Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
Description | Confirm that the release is initiated. When the release is complete, a
SPP_LINK RELEASED indication is sent from the RBT-001.
PacketType CFM
Opcode SPP_RELEASE_LINK
Datalength 2
Data Status ERROR_ K
1 byte ERROR_NO_CONNECTI ON
ERROR_SPP_| NVALI D_PORT
ERROR_SPP_PORT_NOT_OPEN
LocalPort Local RFCOMM port number. Range 1-30
1 byte
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Link Released

Description | Indicates that a DLC link is released. The link release may have been
initiated locally or remote, or could be caused by a loss of link
(disturbance, dead device, ....)
PacketType IND
Opcode SPP_LINK_RELEASED
DataLength 1
Data Reason Refer to section RFCOMM Release Reasons on page 76.
1 byte
LocalPort Local RFCOMM port number. Range 1-30
1 byte

Sending / Receiving data on a SPP link (Normal mode)
In the normal mode, data are transferred in packets with normal framing.

Host RBT-001

REQ, RFCOMM_SEND_DATA o

CFM,RFCOMM_SEND_DATA

A

IND, RFCOMM_INCOMING_DATA

Send Data

If not switched to transparent, data have to be sent to a remote device using this
command. The local RFComm Port is used to address the remote device.

| Description | Send data on a SPP link to remote Bluetooth device
PacketType REQ

Opcode SPP_SEND_DATA

Datalength 3 + <PayloadSize>

Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
PayloadSize Number of data bytes to send.
2 bytes Valid range is 1 to 330 bytes..
PayloadData The data to send.
<PayloadSize> bytes

| Description | Confirm to the request above.

PacketType CFM
Opcode SPP_SEND DATA
DataLength 2
Data Status ERROR_OK
1 byte ERROR LIMT
ERROR_UNABLE_TO_SEND
ERROR _CURRENTLY_NO BUFFER
ERROR_NO_CONNECTI ON
ERROR_SPP_I| NVALI D_PORT
ERROR_SPP_PORT_NOT_OPEN
LocalPort Local RFCOMM port number. Range 1-30
1 byte
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Incoming Data

| Description | Incoming data on a DLC link, from a remote Bluetooth device
PacketType IND
Opcode SPP_INCOMING DATA
DatalLength 3 + <PayloadSize>
Data LocalPort Local RFCOMM port number. Range 1-30

1 byte

PayloadSize Number of data bytes to send.
2 bytes Valid range is 1 to 330 bytes..
PayloadData The data to send.

<PayloadSize> bytes

Sending / Receiving data on a SPP link (Transparent mode)

For connections with high data rate requirement, a transparent mode can be used for data

transfer.

When using transparent mode data are sent / can be sent, full duplex, with no framing.

The SPP_TRANSPARENT_MODE request must be sent to switch to transparent mode.

To stop the data transfer, a UART BREAK signal must be sent from the application, the
RBT-001 will then leave transparent mode.

RFCOMM DLC link
controlled close

Host

RBT-001

REQ, SPP_ESTABLISH_LINK

-

CFM, SPP_ESTABLISH_LINK

A

IND, SPP_LINK_ESTABLISHED

A

REQ, SPP_TRANSPARENT_MODE

CFM, SPP_TRANSPARENT_MODE
= = Transparent mode

A

entered after sending cfm

RFCOMM DATA transfer
-transparent, with no framing

<

"UART BREAK signal"

leaves

Transparent mode

"UART BREAK signal"

IND, SPP_TRANSPARENT_MODE

A

(COMMAND MODE)
REQ, SPP_RELEASE_LINK

Y

CFM, SPP_RELEASE_LINK RFCOMM DLC link

A

Released

IND, SPP_LINK_RELEASED
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If the link

is lost, the RBT-001 will issue a BREAK signal, and send the

SPP_LINK_RELEASED message.

Host RBT-001

REQ, SPP_ESTABLISH_LINK
CFM, SPP_ESTABLISH_LINK

-

A

IND, SPP_LINK_ESTABLISHED

REQ, SPP_TRANSPARENT_MODE

CFM, SPP_TRANSPARENT_MODE

A

transparent mode entered

RFCOMM DATA transfer
-transparent, with no framing

- "UART BREAK Signal" RFCOMM closed from

remote device, or link
lost.

IND, SPP_TRANSPARENT_MODE

IND, SPP_LINK_RELEASED

For SPP links established from remote device, a SPP_LINK_ESTABLISHED indication will
be sent to the application upon reception of the first data.
Again, the SPP_TRANSPARENT_MODE request can be used to switch to transparent

mode.

Host RBT-001

IND, SPP_LINK_ESTABLISHED

-

Incoming DLC link,
REQ, SPP_TRANSPARENT_MODE and data.

CFM, SPP_TRANSPARENT _MODE

-l
-t

RFCOMM DATA transfer
-transparent, with no framing

Transparent Mode

| Description | Switch to transparent mode on a SPP link to remote Bluetooth device
PacketType REQ
Opcode SPP_TRANSPARENT MODE
DatalLength 1
Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
| Description | Confirm to the request above.
PacketType CFM
Opcode SPP_TRANSPARENT MODE
DataLength 2
Data Status ERROR_(OK
1 byte ERROR_SPP_PORT_NOT_OPEN
ERROR_SPP_| NVALI D_PORT
ERROR_SPP_MUJLTI PLE_CONNECTI ONS
ERROR_NO_CONNECTI ON
LocalPort Local RFCOMM port number. Range 1-30
1 byte
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| Description | Indication from RBT-001 that transparent mode is left.

PacketType IND

Opcode SPP_TRANSPARENT_MODE

Datalength 2

Data LocalPort Local RFCOMM port number. Range 1-30
1 byte
Mode Command Mode =0
1 byte Transparent Mode = 1

Default Connection

Connect Default Connection

Description | Connects the RBT-001 to a stored connection. Either a single or all
connections can be established
PacketType REQ
Opcode SPP_CONNECT DEFAULT _CON
DataLength 1
Data Index Index in the default connection storage. Range @a@X06. If index
1 byte is set to OxFF, all default connections will beabsished.
| Description | Confirm to the request above.
PacketType CFM
Opcode SPP_ CONNECT DEFAULT_CON
Datalength 1
Data Status ERROR_ K
1 byte ERROR_SPP_AUTOVATI C_CONNECTI ONS_PROGRESSI NG
ERROR LIMT
ERROR_SPP_DEFAULT_CONNECTI ON_NOT_STORED

Store Default Connection

| Description | Stores a default connection in NVS.
PacketType REQ
Opcode SPP_STORE_DEFAULT_CON
Datalength 10
Data Index Index in the default connection storage. Range @g@X06.
1 byte
LocalPort Local RFCOMM port number. Range 1-30
1 byte
RemotePort RFCOMM port number on remote device
1 byte
RemoteBdAddress | The BdAddress of the remote device
6 bytes
TransparentMode Which transparent mode to enter when the conneidiestablished.
1 byte 0x00 Transparent mode off
0x01 Transparent mode on (only for point-to-poitftnultipoint
connections exist the RBT-001 will not enter traargmt mode
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| Description | Confirm to the request above.
PacketType CFM
Opcode SPP_STORE_DEFAULT_CON
DataLength 1
Data Status ERROR_OK
1 byte ERROR LIM T

ERROR_SPP_| NVALI D_PORT
ERROR_SPP_MULTI PLE_TRANSPARENT
ERROR_SPP_PORT_BUSY

Get List of Default Connections

| Description | Request a list of the default connections stored in NVS
PacketType REQ
Opcode SPP_GET_LIST DEFAULT _CON
DatalLength 1
Data Index Index in the default connection storage. Range Qe@IX06.
1 byte
| Description | Confirm to the request above.
PacketType CFM
Opcode SPP_GET_LIST DEFAULT_CON
DatalLength 11
Data Status ERROR_OK
1 byte ERROR LIM T
Index Index in the default connection storage. Range @g@X06.
1 byte
EntryStatus Bitfield: 0000000x | O: Entry is not stored.
1 byte 1: Entry is stored.

Bitfield: 000000x0 | 0: Command mode.
1: Transparent mode.

Bitfield: xxxxxx00 Reserved.

RemoteBdAddress | The BdAddress of the remote device
6 bytes

LocalPort Local RFCOMM port number. Range 1-30
1 byte

RemotePort RFCOMM port number on remote device
1 byte

Delete Default Connection

| Description | Deletes a stored default connection in NVS
PacketType REQ
Opcode SPP_DELETE DEFAULT_CON
DatalLength 1
Data Index Index in the default connection storage. Range Qz@IX06.
1 byte
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| Description | Confirm to the request above.

PacketType CFM

Opcode SPP_DELETE_DEFAULT CON

DataLength 1

Data Index Index in the default connection storage. Range Qz@IX06.
1 byte
Status 0x00 OK
1 byte

Link supervision Timeout

Set Link Timeout

Description | This command is used to change the current ACL link supervision
timeout.
This command will affect all DLC’s established to the specified device.
PacketType REQ
Opcode SPP_SET_LINK_TIMEOUT
Datalength 8
Data BdAddr The Bluetooth address of the remote device of t6& Ank for
6 bytes which the Link Supervision Timeout is changed.
LinkTimeout The link supervision timeout in slots (0,625ms).
2 byte 0x0000: No link supervision timeout (the timer isabled)
0x0190-0xFFFF: Valid timeout range (in slots)
0x7D00: The default value (20s)
| Description | Response to the request above.
PacketType CFM
Opcode SPP_SET_LINK_TIMEOUT
Datalength 7
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR
ERROR_INVALID_NO_OF_PARAMETERS
ERROR_NO_CONNECTION
ERROR_ILLEGAL_LINK_TIMEOUT
BdAddr The Bluetooth address of the remote device of t6& Ank for
6 bytes which the Link Supervision Timeout is changed.

Get Link Timeout

Description | This command is used to get the current link supervision timeout
setting for the given ACL link.
PacketType REQ
Opcode SPP_GET_LINK_TIMEOUT
Datalength 6
Data BdAddr The Bluetooth address of the remote device of t6& Ank for
6 bytes which the Link Supervision Timeout is requested.
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| Description | Response to the request above.
PacketType CFM

Opcode SPP_GET_LINK_TIMEOUT
DataLength 9
Data Status ERROR_OK
1 byte ERROR_UNSPECIFIED_ERROR

ERROR_INVALID_NO_OF_PARAMETERS
ERROR_NO_ CONNECTION

BdAddr The Bluetooth address of the remote device of tB& Ank for
6 bytes which the Link Supervision Timeout is requested.
LinkTimeout The link supervision timeout in slots (0,625ms).

2 byte 0x0000: No link supervision timeout (the timer isabled)

0x0190-0OxFFFF: Valid timeout range (in slots)

Service discovery application profile (SDAP)
The RBT-001 implements the service discovery application profile (SDAP), and makes
service discovery very simple. RBT-001

Host

REQ, SDAP_CONNECT

CFM, SDAP_CONNECT

-
it
Connection is created,
start browsing

REQ, SDAP_SERVICE_BROWSE -

Perform a search in the
remote SDP database

CFM, SDAP_SERVICE_BROWSE

REQ, SDAP_SERVICE_SEARCH

Perform a search in the
remote SDP database

CFM, SDAP_SERVICE_SEARCH

REQ, SDAP_DISCONNECT

CFM, SDAP_DISCONNECT

A

SDAP Connection Handling

Connect

Description | Creates an SDP connection to a remote device. Only one SDP
connection can be active.

PacketType REQ
Opcode SDAP_CONNECT
DataLength 6
Data BdAddr The Bluetooth address of the remote device to atirtne
6 bytes
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| Description | Confirms the request above
PacketType CFM
Opcode SDAP_CONNECT
DataLength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS
ERROR_CONNECTION_FAILED
Disconnect
| Description | This command disconnects the active SDP connection.
PacketType REQ
Opcode SDAP_DISCONNECT
DataLength 0
| Description | Confirms the request above
PacketType CFM
Opcode SDAP_DISCONNECT
Datalength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS

Connection Lost

Description | Notification sent to the application when a loss of the SDP connection
is detected.
PacketType IND
Opcode SDAP_CONNECTION_LOST
DatalLength 0

SDAP Service Discovery

The SDAP Service Browse can be used to get the RFComm Port Numbers of all or only

specific Service Classes. The search mechanism is based on the 16bit-UUID for the
services. The actual list of UUIDs can be found within the “Bluetooth Assigned Numbers”
Document of the Bluetooth SIG.

Service Browse

Description | This command is used to browse the service record of the remote
device.
PacketType REQ
Opcode SDAP_SERVICE_BROWSE
DataLength 2
Data BrowseGroupID The requested browse group (16 bit UUID).
2 bytes The UUID has to be byte swapped within the command.
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| Description | Confirms the request above
PacketType CFM
Opcode SDAP_SERVICE_BROWSE
DataLength 2+NoOfServices*(5+ NamelLength)
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS
ERROR_RESULT_TOO_LARGE
ERROR_TRUNCATED ANSWER
NoOfServices Number of services found on remote device.
1 byte

For each service

BrowseGroupID| The browse group UUID that the service belongs to.
2 bytes

ServicelD The service UUID.

2 bytes

PortNr RFCOMM port number.

1 byte

NamelLength The number of bytes in the service name
1 byte

ServiceName The name of the service.

NamelLength

bytes

Service Search

The SDAP Service Search command offers the ability to search for specific attributes for a

service. The attribute IDs can be found at the Bluetooth SIG website under “Bluetooth
Assigned numbers”.

NOTE: As an exception to all other commands, this command does NOT required byte
swapped parameters. So the UUIDs have to be filled in as defined in "Bluetooth SIG:

Bluetooth Assigned Numbers,

https://www.bluetooth.org/foundry/assignnumb/document/assigned_numbers".

Description | This command is used to search for services in the service record of

the remote device.

PacketType REQ

Opcode SDAP_SERVICE_SEARCH

Datalength 2 + 2*SearchPatternLength + 2*Attributrggth

Data SearchPatternLengtl Number of 16-bit UUID’s in Search pattern Libtote: Must be less
1 bytes than 86 elements.
SearchPattern List of the requested services. The search pditgris a list of 16-

bit UUID’s of the requested services.

AttributeslLength Number of 16-bit UUID’s in attributeld lisNote: Must be less than
1 byte 86 elements.
Attributes List of requested attributes for theuested services. The attribute

list is a list of 16-bit UUID’s for the requestetiributes.
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| Description | Confirms the request above
PacketType CFM
Opcode SDAP_SERVICE_SEARCH
DataLength 3 + Lenght
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS
ERROR_UNKNOWN_ERROR
ERROR_RESULT TOO LARGE
Length Length of the result of the search. Maximum 33@&byt
2 byte
Result Result of the search
Length bytes

Service Request

Each Service Entry has a unique number called “Service Record Handle”. This command
is used to get the record handle for stored entries for specific UUIDs.

Description | This command is used the service record handles, from a remote

device, for the given services in the search pattern.

PacketType REQ

Opcode SDAP_SERVICE_REQUEST

Datalength 2 +2* SearchPatternLength

Data SearchPatternLength Number of 16-bit UUID’s in Search pattern Libtote: Must be less
1 bytes than 86 elements.
SearchPattern List of the requested services. The search pditgris a list of 16-
<2*SearchPatternLen bit UUID’s of the requested services
gth > bytes

| Description | Confirms the request above

PacketType CFM

Opcode SDAP_SERVICE_REQUEST

Datalength 2 + 4*Lenght

Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS

ERROR_UNKNOWN_ERROR
ERROR_RESULT_TOO_LARGE

Length Number of 32-bit service record handles returnechfremote
1 byte device.
Result The received 32-bit service record handles fronréineote device.
<4*Length> bytes

Attribute Request
Instead of browsing the whole list of services within the remote database it is also possible
to search only for specific attributes within a chosen entry. This command is based on the

attribute “connection handle” of that specific entry.
Connection handles can be retrieved by the “SDAP Service Search” Command.
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Description | This command is used to get the given attributes for a given service

record handle.

PacketType REQ

Opcode SDAP_ATTRIBUTE_REQUEST

Datalength 5 + 2*AttributesLength

Data Handle The 32-bit service record handle returned for @giservice by
4 bytes SDAP_ATTRIBUTE_REQUEST.
AttributeslLength Number of 16-bit UUID’s in attributeld lisNote: Must be less than
1 byte 86 elements.
Attributes List of requested attributes for the requestedisesv The attribute
<2*AttributesLength | list is a list of 16-bit UUID’s for the requestetiributes.
> bytes

| Description | Confirms the request above

PacketType CFM

Opcode SDAP_ATTRIBUTE_REQUEST

Datalength 3 + Length

Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS

ERROR_UNKNOWN_ERROR
ERROR_RESULT_TOO_LARGE

Length Length of the result of the search. Maximum 33@byt
2 byte
Result Result of the search
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Configuration

Change NVS UART Speed

ERROR_INVALID NO_OF PARAMETERS

Description | This command will change the UART speed stored in NVS. The new
UART speed will be used after a reset.
PacketType REQ
Opcode CHANGE_NVS UART SPEED
Datalength 1
Data UartSpeed The UART speed to be stored in NVS
1 Byte 0x00 = 2400
0x01 = 4800
0x02 = 7200
0x03 = 9600
0x04 = 19200
0x05 = 38400
0x06 = 57600
0x07 = 115200
0x08 = 230400
0x09 = 460800
0x0A = 921600
| Description | Confirms the request above
PacketType CFM
Opcode CHANGE_NVS UART_SPEED
DatalLength 1
Data Status ERROR_OK
1 byte ERROR_UART_SPEED_OUT_OF_RANGE

Change UART Settings

ERROR_STOP_BITS_OUT_OF_RANGE,
ERROR_INVALID_ NO_OF PARAMETERS

Description | This command will change the UART settings stored in NVS. The new
UART settings will be used after a reset.
PacketType REQ
Opcode CHANGE_UART_SETTINGS
Datalength 2
Data PartityBit 0x00 None
1 Byte 0x01 Even
0x02 Odd
StopBits 0x00 One Stop bit
1 Byte 0x01 Two Stop bits
| Description | Confirms the request above
PacketType CFM
Opcode CHANGE_UART_SETTINGS
Datalength 1
Data Status ERROR_OK
1 byte ERROR_PARITY_BIT_OUT_OF_RANGE,
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Read Operation Mode

| Description | This command will read out the current operation mode.
PacketType REQ
Opcode READ OPERATION MODE
Datalength 0
Data None |
| Description | Confirms the request above
PacketType CFM
Opcode READ OPERATION MODE
Datalength 2
Data Status ERROR_OK
1 byte ERROR_INVALID NO_OF PARAMETERS
Mode 0x00 Automatic Operation OFF
1 Byte 0x01 Automatic Operation ON
Write Operation Mode
Description | This command will change the operation mode stored in NVS. The
new setting will take effect after a reset.
PacketType REQ
Opcode WRITE_OPERATION_MODE
DataLength 1
Data Mode 0x00 Automatic Operation OFF
1 Byte 0x01 Automatic Operation ON
| Description | Confirms the request above
PacketType CFM
Opcode READ OPERATION_ MODE
Datalength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS
ERROR_INVALID MODE

Set Ports To Open

Description | This command will change which RFCOMM ports the RBT-001 will
open both at start-up and runtime. The value gets effective
immediately and is stored within the NVS to be restored after reset.

PacketType REQ
Opcode SET_PORTS TO_OPEN
Datalength 4
Data PORTS This field is a 32-bit mask indicating which RFCOMbdrts the
4 Bytes RBT-001 has to open. Bit 30 and 31 must be set Bit® is
RFCOMM port 1 and bit 29 is port 30 e.qg. if thislfl has the value
0x00000007, port 1 to 3 will be opened. All othertp will be
closed if open.
| Description | Confirms the request above
PacketType CFM
Opcode PORTS_TO OPEN
Datalength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_PORT
ERROR_INVALID NO_OF PARAMETERS
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Get Ports To Open

Description | This command will get the value of which RFCOMM ports the RBT-001
will open both at start-up and runtime.
PacketType REQ
Opcode GET_PORTS_TO_OPEN
Datalength 0
Data |
| Description | Confirms the request above
PacketType CFM
Opcode PORTS_TO_OPEN
DatalLength 5
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS
PORTS This field is a 32-bit mask indicating which RFCOMbérts the
4 Bytes RBT-001 has to open. Bit 30 and 31 must be set Bit® is
RFCOMM port 1 and bit 29 is port 30 e.qg. if thislfl has the value
0x00000007, port 1 to 3 will be opened.

Restore Factory Settings

Description | This command will restore the RBT-001 configuration in NVS to factory
settings. The factory settings are similar to all default settings listed in
the table on page 13.
The RBT-001 needs to be restarted in order to let the changes take
effect. No commands that write to NVS should be sent to the device in
between RESTORE_FACTORY_SETTINGS REQ and CFM. When
CFM is sent all the factory settings are completed.
PacketType REQ
Opcode RESTORE_FACTORY_SETTINGS
Datalength 0
Data none |
| Description | Confirms the request above
PacketType CFM
Opcode RESTORE_FACTORY_SETTINGS
DatalLength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS

Store Class of Device

Description | This command will store the class of device for the RBT-001 in NVS.
The proper value for the class of device parameter is specified by the
Bluetooth SIG.
PacketType REQ
Opcode STORE_CLASS_OF_DEVICE
DatalLength 3
Data ClassOfDevice The class of device value to be stored in NVS.
3 bytes
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| Description | Confirms the request above
PacketType CFM
Opcode STORE_CLASS_OF_DEVICE
DataLength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS

Force Master Role

The Force Master Role is initiated only after boot up or reset. The role is stored as
parameter within NVS. If Force Master is activated the RBT-001 tries to switch its role to
master if connected from another device. For this the RBT-001 is sending a Master/Slave
switch request after link establishment to the remote device. If the switch is successful, the

link setup will be continued and the RBT-001 is open for other incoming connections.
If the switch fails, the link will be dropped.
This functionality allows Access Point like applications on the RBT-001.

Description | This command will change the preferred role of the RBT-001 e.g. to
force master role at any connections. The RBT-001 must be reset to
let the changes take effect.

PacketType REQ
Opcode FORCE_MASTER_ROLE
DatalLength 1
Data Role 0x00 Don't care about role
1 bytes 0x01 Force master role at connection setup
| Description | Confirms the request above
PacketType CFM
Opcode FORCE_MASTER_ROLE
Datalength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_ROLE
ERROR_INVALID_NO_OF PARAMETERS

Set Default Link Policy

Description

This command is used to change the default link policy. The default
link policy is set during connection setup. The default link policy setting
is stored in NVS.

PacketType REQ
Opcode SET_DEFAULT_LINK_POLICY
Datalength 2
Data LinkPolicy Bitfield:
2 byte 0x0001 = Master-slave switch allowed

0x0002 = Hold mode allowed
0x0004 = Sniff mode allowed
0x0008 = Park mode allowed

RoboTech Bluetooth Serial Module
User Manual Ver. 1.2

64



| Description | Response to the request above.
PacketType CFM
Opcode SET_DEFAULT_LINK_POLICY
DataLength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS
ERROR_ILLEGAL_LINK_POLICY

Get Default Link Policy

| Description | This command is used to read the default link policy setting from NVS.
PacketType REQ
Opcode GET_DEFAULT_LINK_POLICY
Datalength 0
| Description | Response to the request above.
PacketType CFM
Opcode GET_DEFAULT_LINK_POLICY
DataLength 2
Data LinkPolicy Bitfield:
2 byte 0x0001 = Master-slave switch allowed

0x0002 = Hold mode allowed
0x0004 = Sniff mode allowed
0x0008 = Park mode allowed

Set Event Filter

Description | This command is used to set the event filter. The setting is stored in
NVS.
PacketType REQ
Opcode SET_EVENT_FILTER
Datalength 2
Data Filter 0x00: All events reported
1 byte 0x01: No ACL Link Indicators (default)
0x02: No events reported, UART break still genetated detected.
0x03: No events generated, UART break not geneateetected
(full cable replacement)
| Description | Response to the request above.
PacketType CFM
Opcode SET_EVENT_FILTER
Datalength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS
ERROR_LIMIT
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Get Event Filter

This command reads the current event filter setting.

| Description
PacketType REQ
Opcode GET_EVENT_FILTER
Datalength 0
| Description | Response to the request above.
PacketType CFM
Opcode GET_EVENT_FILTER
Datalength 1
Data Filter 0x00: All events reported
1 byte 0x01: No ACL Link Indicators (default)
0x02: No events reported, UART break still genetated detected.
0x03: No events generated, UART break not geneateetected
(full cable replacement)
Set Default Link Timeout
Description | This command is used to change the default link supervision timeout.
The default link supervision timeout is set during connection setup.
The default link supervision timeout setting is stored in NVS.
PacketType REQ
Opcode SET_DEFAULT_LINK_TIMEOUT
Datalength 2
Data LinkTimeout The link supervision timeout in slots (0,625ms)eTdefault value
2 byte stored in the NVS after a factory reset is 20s.
0x0000: No link supervision timeout (the timer isabled)
0x0190-0xFFFF: Valid timeout range (in slots)
0x7D00: The default value (20s)
| Description | Response to the request above.
PacketType CFM
Opcode SET_DEFAULT_LINK_TIMEOUT
Datalength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS
ERROR_ILLEGAL_LINK_TIMEOUT

Get Default Link Timeout

Description | This command is used to read the default link supervision timeout
setting from NVS.
PacketType REQ
Opcode GET_DEFAULT_LINK TIMEOUT
Datalength 0
| Description | Response to the request above.
PacketType CFM
Opcode GET_DEFAULT_LINK_TIMEOUT
DataLength 2
Data LinkTimeout The link supervision timeout in slots.
2 byte 0x0000: No link supervision timeout (the timer isabled)
0x0190-0OxFFFF: Valid timeout range (in slots)
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Set Default Link Latency

Description | This command is used to change the default SPP link latency. The
default link latency is set during SPP connection setup. The default link
latency setting is stored in NVS. The link latency is used to calculate a
poll interval for the ACL link. The calculated poll interval may be bigger
than the latency specified because of e.g. another ACL link.
PacketType REQ
Opcode SET_DEFAULT_LINK_LATENCY
DataLength 2
Data Latency The link latency in slots.
2 byte 0x0000: No link latency requirement (default)
0x0002 - 0x0190: Valid link latency
In case 0x0000 is set the link latency is managetth® master,
typically 40 slots (0x0028, 25ms) in a point-to4uotonnection are
used
| Description | Response to the request above.
PacketType CFM
Opcode SET_DEFAULT_LINK_LATENCY
DatalLength 1
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF_PARAMETERS
ERROR_LIMIT

Get Default Link Latency

Description | This command is used to read the default link latency setting from
NVS.

PacketType REQ

Opcode GET_DEFAULT_LINK_LATENCY

DataLength 0

| Description | Response to the request above.

PacketType CFM

Opcode GET_DEFAULT_LINK_LATENCY

Datalength 2

Data Latency The link latency in slots.
2 byte 0x0000: No link latency requirement (default)

0x0002 - 0x0190: Valid link latency

In case 0x0000 is set the link latency is managetth® master,
typically 40 slots (0x0028, 25ms) in a point-to4uotonnection are
used

SDP Record Handling

The RBT-001 allows the modification of the Local Service Discovery Database. By default,

the service database contains one entry configured at RFComm port 1 for a Serial Port

Profile, with Authentication and Encryption enabled.
If the application needs to offer a second service to another device, this service has to be
entered within the service database and, if required, the RFComm port has to be opened.
The service entry in general includes information about the name of the service, which
appears on a remote device after browsing, the port number and security settings.
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Each registered service entry itself can be enabled or disabled. This allows to have
different services registered to one specific RFComm port enabling and disabling them by
needs.

The command set includes just one command to store any SDP record available within the
Service Database, called "Store Generic SDP Record". Each record includes the profile
specific settings needed.

The service records are stored in a database like system within the NVS, so they are still
available after reset. The storage of an entry is confirmed by the RBT-001 with a specific
record identifier. This identifier is needed for the Enabling or Disabling command to
address those specific entries.

Enable SDP Record

Descriptio | This command is used to enable/disable stored SDP records in the
n RBT-001.
PacketType | REQ
Opcode ENABLE_SDP_RECORD
DataLength | 2
Data State The new state of the SDP record.
1 byte 0x00 Disable the record.
0x01 Enable the record.
Identifier The identifier received when the record was stametie RBT-001.
1 byte

Description | Confirms the request above
PacketType CFM

Opcode ENABLE_SDP_RECORD
Datalength 2
Data Status ERROR_OK
1 byte ERROR_ILLEGAL_STATE_VALUE

ERROR_IDENTIFIER_OUT_OF RANGE

ERROR_RECORD _ALREADY_IN_SELECTED_STATE
ERROR_IDENTIFIER_NOT_IN_USE
ERROR_INVALID NO OF PARAMETERS

Identifier The identifier received when the record was stamettie RBT-001.
1 byte

Delete All SDP Records

Descriptio | This command is used to delete all stored SDP records in the RBT-001.
n

PacketType | REQ
Opcode DELETE_SDP_RECORDS
DataLength | O
Data None |
| Description | Confirms the request above
PacketType CFM
Opcode DELETE_SDP_RECORDS
DatalLength 1
Data Status ERROR_OK
1 byte ERROR_INVALID NO OF PARAMETERS
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Store Generic SDP Record

Description | This command will create a new service record in the local SDP
database, stored in the NVS.
PacketType REQ
Opcode STORE_SDP_RECORD
Datalength 5 + <SdpRecordLength>
Data LocalPort The local RFCOMM port used by this service. Range 30.

1 byte

Authentication 0x00 No authentication requirements.

1 byte 0x02 Authentication is only required for this pteffor incoming connections.
0x20 Authentication is only required for this pteffor outgoing connections.
0x22 Authentication is required for this profile ftonnections in both direction

Encryption 0x00 No encryption requirements

1 byte 0x04 Encryption is only required for this profilerfincoming connections.
0x40 Encryption is only required for this profilerfoutgoing connections.
0x44 Encryption is required for this profile forretections in both directions

SdpRecordLength The number of bytes in the SDP record.

2 bytes

SdpRecord The SDP record data formatted as: < uint16:Attekljt

<SdpRecord- SdpDataElement:AttributeData, uint16:Attributeld,

Length> Bytes SdpDataElement:AttributeData, ...>. The maximum lerigtreach service is
255 bytes.

| Description | Confirms the request above
PacketType CFM
Opcode STORE_SDP_RECORD
Datalength 2
Data Status ERROR_OK
1 byte ERROR_INVALID_SDP_RECORD
ERROR_MAXIMUM_NO_OF_SERVICE_RECORDS_REACHED
ERROR_WRITING_TO_ NVS
Identifier A unique identifier, which must be used when dyraeriabling/disabling
1 byte the record.

Other Commands

Reset
RBT-001
Host (Dongle)
REQ, RESET >
- IND, DONGLE_READY i
Description | This command will perform a soft reset of the RBT-001. The RBT-001
will send a DEVICE_READY indication when it has performed the
reset.
PacketType REQ
Opcode RESET
DatalLength 0
Data None
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Device Ready

Description | The device will send this indication to the host when the device is fully
initialized and ready to receive commands from the host.
PacketType IND
Opcode DEVICE_READY
DatalLength 1+Length
Data Length Number of bytes in software version string
1 byte
version ASCII string containing the software version. é@R10" indicating
<Length> bytes that the software version is version 2.10.
Test Mode
Description | This command will activate the test mode. To exit the test mode, a
reset of the device must be performed. If local loopback mode is
activated all data send to the device though the UART, are send back
to the host. The device can only leave local loopback mode by
performing a hardware reset.
PacketType REQ
Opcode TEST_MODE
DatalLength 1
Data Mode The Bluetooth test mode to enter:
1 byte 0x01 Enable Bluetooth test mode
0x02 Enable local loopback mode
| Description | Confirms the request above
PacketType CFM
Opcode TEST_MODE
DataLength 1
Data Status ERROR_OK
1 byte ERROR_ILLEGAL_TESTMODE
ERROR_UNKNOWN_ERROR
ERROR_INVALID_NO_OF PARAMETERS

RF TEST MODE

Description | This command will activate the RF test mode. To exit the test mode, a
reset of the device must be performed. The transmitter test must be
stopped before a new test with changed parameters can be started.

PacketType REQ
Opcode RF TEST MODE
DataLength 14
Data Test Test Scenario:
1 byte 0x00: Stop transmit
0x01: Burst transmit, take payload from this comdhan
0x02: Burst transmit, use PRBS-9 sequence
0x03: Continuos transmit, sends all-1 if ModulaRaryload is
nonzero, otherwise all-0
0x04: Hopping receive
0x05: continuos receive at fixed channel
Channel Channel number 0 — 78
1 byte 0: 2402 MHz
78: 2480 MHz
255 (OxFF): Hopping in connection state
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PacCtrl
1 byte

Reserved for future use

ModulationCitrl
1 byte

Modulation Control:

: No modulation

: Access code only (68 us TX data every 1250 us)
: Bluetooth DH1 packet with defined payload
: Bluetooth DM1 packet (17 bytes)

: Bluetooth DH1 packet (27 bytes)

: Invalid

: Invalid

: Bluetooth HV3 packet (30 bytes)

> Invalid

: Bluetooth AUX1 packet (29 bytes)

10: Bluetooth DM3 packet (121 bytes)

11: Bluetooth DH3 packet (183 bytes)

12: Invalid

13: Invalid

14: Bluetooth DM5 packet (224 bytes)

15: Bluetooth DH5 packet (339 bytes)

O©CoO~NOOTh,,WNEFO

ModulationPattern
8 bytes

Defines Access Code modulation if ModulationCtd =else
ignored.

ModulationPayload
1 byte

Defines one byte of payload repeated through patket
Test = 1, else ignored

Options
1 byte

0: Whitening is disabled for transmit.
1: Whitening is enabled for transmit.
2-255: Reserved for future use.

| Description | Confirms the request above
PacketType CFM
Opcode RF TEST MODE
DataLength 1
Data Status ERROR_OK
1 byte ERROR_INVALID NO_OF PARAMETERS
Read RSSI
Description | This command will read out the current RSSI value for given link a
remote device.
PacketType REQ
Opcode READ_ RSSI
Datalength 6
Data BdAddress Bluetooth Address of the remote device for whichetad out the
6 byte current RSSI value.
| Description | Confirms the request above
PacketType CFM
Opcode READ_RSSI
DataLength 2
Data Status ERROR_OK
1 byte ERROR_UNKNOWN_ERROR
ERROR_INVALID NO_OF PARAMETERS
RSSI The RSSI value
1 byte Range:
0x01: Too High
0x00: Good

OxFF: Too Low
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Read NVS

Description | This command can be used to read from the eeprom (NVS) in the
RBT-001 module.
PacketType REQ
Opcode READ_NVS
DatalLength 3
Data Address The address.
2 bytes
Length The number of bytes that should be read.
1 byte
| Description | Confirms the request above.
PacketType CFM
Opcode READ_NVS
DatalLength 4 + Length
Data Status ERROR_OK
1 byte ERROR_INVALID_NO_OF PARAMETERS
Address The address.
2 bytes
Length The number of bytes that has been read.
1 byte
Data The data.
< Length > bytes
Write NVS
Description | This command can be used to write data to the NVS in the RBT-001
module.
PacketType REQ
Opcode WRITE_NVS
Datalength 3 + Length
Data Address The address.
2 bytes
Length The number of bytes that should be written.
1 byte
Data The data.
< Length > bytes
| Description | Confirms the request above.
PacketType CFM
Opcode WRITE_NVS
Datalength 4
Data Status ERROR_OK
1 byte ERROR_INVALID NO_OF PARAMETERS
Address The address.
2 bytes
Length The number of bytes that has been written
1 byte
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ErrorCodes

ACL Error Codes

Error Code Description

0x01 Unknown HCI Command.

0x02 No Connection.

0x03 Hardware Failure.

0x04 Page Timeout.

0x05 Authentication Failure.

0x06 Key Missing.

0x07 Memory Full.

0x08 Connection Timeout.

0x09 Max Number Of Connections.

Ox0A Max Number Of SCO Connections To A Device.
0x0B ACL connection already exists.

0x0C Command Disallowed.

0x0D Host Rejected due to limited resources.

Ox0E Host Rejected due to security reasons.

Ox0F Host Rejected due to remote device is only a personal device.
0x10 Host Timeout.

0x11 Unsupported Feature or Parameter Value.

0x12 Invalid HClI Command Parameters.

0x13 Other End Terminated Connection: User Ended Connection.
0x14 Other End Terminated Connection: Low Resources.
0x15 Other End Terminated Connection: About to Power Off.
0x16 Connection Terminated by Local Host.

0x17 Repeated Attempts.

0x18 Pairing Not Allowed.

0x19 Unknown LMP PDU.

Ox1A Unsupported Remote Feature.

0x1B SCO Offset Rejected.

0x1C SCO Interval Rejected.

0x1D SCO Air Mode Rejected.

Ox1E Invalid LMP Parameters.

Ox1F Unspecified Error.

0x20 Unsupported LMP Parameter Value.

0x21 Role Change Not Allowed

0x22 LMP Response Timeout

0x23 LMP Error Transaction Collision

0x24 LMP PDU Not Allowed

0x25 Encryption Mode Not Acceptable
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0x26 Unit Key Used

0x27 QoS is Not Supported

0x28 Instant Passed

0x29 Pairing with Unit Key Not Supported
0x2A Different Transaction Collision

0x2B Reserved

0x2C QoS Unacceptable Parameter
0x2D QoS Rejected

Ox2E Channel Classification Not Supported
Ox2F Insufficient Security

0x30 Parameter out of Mandatory Range
0x31 Reserved

0x32 Role Switch Pending

0x33 Reserved

0x34 Reserved Slot Violation

0x35 Role Switch Failed

Generic error codes

D

be
ted

Error | Macro Description

code

0x00 ERROR_OK No error.

0x01 | ERROR_I NVALI D_NO_OF_PARAMETERS The number of bytes in the request does not
correspond to the protocol specification

0x02 | ERROR_DURATI ON_OUT_OF_RANGE The given duration value is not valid according
the specification.

0x03 | ERROR_I NVALI D_MODE The selected mode is not valid according to th
specification

0x04 | ERROR TI MEQUT A timeout occurred.

0x05 | ERROR_UNKNOWN_ERRCR An unknown error occurred.

0x06 | ERROR_NAME_TCO_LONG The number of bytes in the name string is long
than the maximum specified value.

0x07 | ERROR_I NVALI D_DI SCOVERABI LI TY_PARAMETER The given discoverability parameter does not
contain a valid value according to the
specification.

0x08 | ERROR I NVALI D_CONNECTABI LI TY_PARAMVETER The given connectability parameter does not
contain a valid value according to the
specification.

0x09 | ERROR_I NVALI D_SECURI TY_MODE The given security mode is not a valid Bluetoo
security mode.

Ox0a | ERROR_LI NKKEY_DOES_NOT_EX| STS No link key exists for the given Bluetooth
address

0x0b | ERROR_CONNECTI ON_FAI LED The connection setup failed due to unknown
reasons.

0x0c | ERROR_TRUNCATED_ANSVER The returned number of services is too large tg
handled by the RBT-001. The answer is truncg

0x0d | ERROR RESULT_TOO_LARGE The SDP result from the remote device is too
large to be handled by the RBT-001 due to ran
limitations

Ox0e | ERROR_NOT_PCSSI BLE_TQ_ENTER TESTMODE It is currently not possible to enter the selected
test mode.
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Error | Macro Description

code

0x0f ERROR | LLEGAL_TESTMODE The given test mode is not a valid test mode
according to the specification

0x10 | ERROR _RESET_TO NSC_BDADDRESS The RBT-001 will change the Bluetooth address
to the NSC address.

0x11 | ERROR_UART_SPEED QUT_OF_RANGE The selected UART speed value is not valid
according to the specification.

0x12 | ERROR I NVALI D_PORT The given port value is larger than the maximum
specified value.

0x13 | ERROR I LLEGAL_STATE_VALUE The given state value is not a valid state
according to the specification

0x14 | ERROR_| DENTI FI ER_QUT_OF_RANGE The given identifier is larger than the maximum
specified value.

0x15 | ERROR RECORD_ALREADY_| N_SELECTED_STATE The service record is already enabled/disabled.

0x16 | ERROR_I NVALI D_AUTHENTI CATI ON_VALUE The given authentication value is not a valid
value according to the specification.

0x17 | ERROR_I NVALI D_ENCRYPTI ON_VALUE The given encryption value is not a valid value
according to the specification.

0x18 | ERROR_MAXI MUM_NO_OF_SERVI CE_RECORDS_REACHED | The maximum number of service records, whigch
the RBT-001 is able to store, is reached.

0x19 | ERROR VR TI NG_TO_NVS An error occurred while writing to flash. The
service record may not be stored.

Oxla | ERROR INVALID_ROLE The given role value is not a valid value
according to the specification.

Oxlb | ERRORLIMT Limits exceeded (Parameter(s) violates limits).

Oxlc | ERROR UNEXPECTED Unexpected at this moment.

Ox1d | ERROR_UNABLE_TO SEND Could not send at this moment, no reason
specified.

Oxle | ERROR CURRENTLY_NO BUFFER Currently no room in buffer, try again later.

Ox1f ERROR_NO_CONNECT! ON Trying to use an inexistent connection.

0x20 | ERROR_SPP_I NVALI D_PORT Port number out of range.

0x21 ERROR_SPP_PORT_NOT_OPEN Port is closed.

0x22 | ERROR_SPP_PORT_BUSY Connection establishment on a PORT that hag a
connection.

0x23 | ERROR_SPP_MULTI PLE_CONNECTI ONS Transparent mode attempted while more than {1
connection active.

0x24 | ERROR_SPP_MULTI PLE_TRANSPARENT Trying to store a default connection when a
transparent default connection is already stored,
or trying to store a transparent default connectjon
when another connection is already stored.

0x25 | ERROR_SPP_DEFAULT_CONNECTI ON_NOT_STORED Trying to connection to a default connection,
which is not stored.

0x26 | ERROR_SPP_AUTOVATI C_CONNECTI ONS_PROGRESSI NG | Trying to start connecting to default connections
when default connection establishment is already
progressing.

0x27 | ERROR_UNSPECI FI ED_ERRCR Other error.

0x28 | ERROR_I DENTI FI ER_NOT_I N_USE Trying to enable a SDP record which is not
stored. Wrong identifier.

0x29 ERROR_|I NVALI D_SUPPORTED_FAXCLASS_VALUE Faxclass parameter must be O or 1.

Ox2a | ERROR_TOO MANY_SUPPORTED_FORVATS The given number of supported formats excesses
the specified maximum number of supported
formats.

0x2b | ERROR TOO MANY_DATASTORES The given number of data stores excess the
specified maximum number of data stores.

0x2C | ERROR ATTEMPT_FAI LED Attempt to change low power mode failed

0x2D | ERROR I LLEGAL_LI NK_PQLI CY The given link policy value is out of range

0x2E | ERROR_PI NCODE_LENGTH The pin code length field is zero or too large.

0x2F | ERROR PARI TY_BI T_OUT_OF_RANGE

The given parity check is out of range
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Error | Macro
code

Description

0x30 | ERROR STOP BI TS OUT_OF RANGE

The given number of stop bits is out of range

0x31 ERROR | LLEGAL_LI NK_TI MEQUT

The given link timeout value is out of range.

0x32 ERROR_COMVAND_DI SALLOVWED

The command is not allowed.

0x33 | ERROR | LLEGAL_AUDI O_CODEC TYPE

The given Audio CODEC type is out of range.

0x34 | ERROR | LLEGAL_AUDI O Al R_FORMAT

The given Audio Air format is out of range.

0x35 | ERROR SDP_RECORD_TOO _LONG

The SDP record is too long.

0x36 | ERROR SDP_FAI LED_TO CREATE_RECORD

The SDP server failed to create the SDP record.

0x37 ERROR_SET_VCOLUME_FAI LED

The selected codec does not support volume
control.

0x38 ERROR | LLEGAL_PACKET_TYPE

The packet type specified in the request is not
valid.

0x39 ERROR_| NVALI D_CCDEC_SETTI NG

The codec (slave) setting is invalid.

RFCOMM Error Codes

Error | Macro Description
code
0x00 RFCS_NO_ERRCR No error

0x01 RFCS_I NVALI D_DLC

The DLC does not exist

0x02 RFCS_I NVALI D_PORT

The port does not exist

0x03 RFCS_DLC_ESTABLI SH_FAI LED

The DLC establishment failed

0x04 RFCS_ACCESS_REJECTED

SECM did not authorize access to the requested
service (DLC)

0x05 RFCS_I NVALI D_CONNECTI ON

There does not exist a DLC/L2CAP connection to
the device

OxFF | RFCS_UNSPECI FI ED_ERRCR Not used
RFCOMM Release Reasons
Error | Macro Description

code

0x00 | RFCR DLC DI SC_LOCAL_DEVI CE

The local device has disconnected the DLC.

0x01 | RFCR DLC DI SC_REMOTE_DEVI CE

The remote device has disconnected the DLC.

0x02 | RFCR DLC DI SC_ACL_FAI LURE

ACL link failure/ link supervision timeout.

0x03 | RFCR DLC DI SC_ LOWER LAYER

Lower layer (e.g. L2ZCAP) has disconnected the
DLC.

RoboTech Bluetooth Serial Module
User Manual Ver. 1.2

76



Bibliography

U RoboTech: RBT-001 Datasheet
U National Semiconductor: LMX9830 Software Users Guide
O Bluetooth SIG: Specification of the Bluetooth System

O Bluetooth SIG: Bluetooth Assigned Numbers,
https://www.bluetooth.org/foundry/assignnumb/document/assigned numbers

RoboTech Bluetooth Serial Module
User Manual Ver. 1.2

77


https://www.bluetooth.org/foundry/assignnumb/document/assigned_numbers

Certifications

Bluetooth

The RBT-001 module has passed the Bluetooth Qualification/Certification process and has
been fully qualified as "end product” with QPID: B0313300.

CE

The RBT-001 module complies with the requirements of the R&TTE Directive 99/05/CE.:

L EN 60950-1:2001 - LV Art. 3.1a 99/05/CE
O ETSIEN 301.489-03 V1.4.1 - EMC Art. 3.1b 99/05/CE
L EN 300328 V1.6.1, EN 300 328-2 V1.2.1 - ERM Art. 3.2 99/05/CE
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